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Privacy Policy 
Ormed GmbH 
Bötzinger Street 90 
79111 Freiburg 
Germany 

Phone:  +49 (0)761 456601 
Email: kundenservice@enovis.com 
Website:  www.enovis-medtech.de 

Version: DSE V20.3 
Date: August 13, 2026 

1. Scope 
This Privacy Policy applies to: 

• the website, https://www.enovis-medtech.de/, 

• the German online store for B2B orders from German customers, 
https://www.enovisconnect.com/de/de 

• the customer portal, https://enovis-kundenportal.de/de, 

• the provision of CPM devices to patients, 

• communication with business customers, specialist partners, prescribers, and healthcare 
professionals, 

• the processing of employee data, 

• and the recruitment process. 

Personal data is any information relating to an identified or identifiable individual. We process personal data 
only for the purposes described in this Privacy Policy and on the legal basis specified in each case. 

Note on Internet Security 

Data transmission over the Internet, particularly communication via email, may be subject to security 
vulnerabilities despite existing technical safeguards. Therefore, we cannot guarantee complete protection of 
the transmitted data against access by third parties. 

Please transmit confidential information—in particular prescriptions, diagnoses, health data, or other 
patient-related documents—exclusively via the secure transmission channels provided for this purpose. 
Details can be found in Section B.2.1. 

2. Data Controller and Data Protection Contact 
The data controller for the processing described in this Privacy Policy is generally: 

Ormed GmbH 
Bötzinger Straße 90 
79111 Freiburg 
Germany 

Please direct any data protection inquiries, requests for information, complaints, and revocations to: 

 

mailto:kundenservice@enovis.com
http://www.enovis-medtech.de/
https://www.enovis-medtech.de/
https://www.enovisconnect.com/de/de
https://www.enovisconnect.com/de/de
https://enovis-kundenportal.de/de
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Data Protection Officer of Ormed GmbH 
90 Bötzinger Street 
79111 Freiburg 
Germany 

Email:  datenschutzbeauftragter@enovis.com 
Phone:  +49 (0)761 456601 

Inquiries will be answered promptly, no later than within one month. 

To the extent that individual processing operations are carried out by joint controllers, independent 
controllers, or data processors, this is explained in more detail in the respective section of this Privacy Policy. 

3. What information is relevant to you? 
This Privacy Policy has a modular structure. Section A contains general information that applies to all data 
subjects. The other sections are tailored to the respective contact or processing context: 

Section Content Particularly relevant for 

A 
General Information, Websites, Cookies, Contact Methods, 
Telephone Communications, Microsoft 365, Transfers to 
Third Countries, and Data Subject Rights 

All data subjects 

B 
Patient care, health data, prescriptions, billing, and status 
inquiries 

Patients, patient care providers, prescribers, 
clinics, and medical supply stores  

C 
Customer portal, business contacts, CRM, professional 
communications, newsletters, B2B orders, and complaints 

Business customers, industry partners, 
prescribers, healthcare professionals, and 
persons responsible for emergency supply 
depots 

D 
Human resources, payroll, time tracking, company pension 
plans, and internal communication 

Employees  

E 
Recruitment process, application channels, Workday, and 
applicant data 

Job Applicants  

4. Special Notes on Patient Care 
Please do not use the general contact form or the chat widget to submit medical orders, diagnoses, 
prescriptions, or other health-related data. 

The secure transmission channels designated for patient care, as well as details regarding the processing of 
patient data, can be found in Section B, specifically in Section B.2.1. 

The regular processing of patient-related care data takes place in the designated German care systems. 
Details regarding the systems used, recipients, and transmission channels can be found in Section B.4. 
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5. Your Data Protection Rights 
In particular, you have the right to: 

• access to the data stored about you, 

• correction of inaccurate or incomplete data, 

• deletion of your data, 

• restriction of processing, 

• data portability, 

• objection to certain processing activities, 

• withdrawal of consent with future effect, 

• filing a complaint with a data protection supervisory authority. 

Details regarding your rights and the available contact options can be found in Section A.6. 

You may file a complaint with the competent supervisory authority even without first filing a complaint with 
us. 

6. Structure of the Rest of the Privacy Policy 
The following sections each explain: 

• what personal data is processed, 

• the purposes for which the data is processed, 

• the sources of the data, 

• to whom data is transferred, 

• what roles the involved entities play, 

• whether data is transferred to third countries, 

• the legal basis for the processing, 

• how long the data will be stored, 

• whether the information is required or voluntary. 

A. General Information 
This section applies in addition to all individuals whose personal data is processed by Ormed GmbH. Specific 
information for patients, business customers, employees, and job applicants can be found in Sections B 
through E. 

A.1 Data Controller and Data Protection Contact 

A.1.1 Data Controller 

The data controller for the processing activities described in this Privacy Policy is, in general: 

Ormed GmbH 
Bötzinger Straße 90 
79111 Freiburg 
Germany 

Phone: +49 (0)761 456601 
Email: kundenservice@enovis.com 

mailto:kundenservice@enovis.com
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Ormed GmbH is an authorized supplier of medical aids pursuant to Section 126 of the German Social Code, 
Book V (SGB V). 

The controller is the natural or legal person who, alone or jointly with others, determines the purposes and 
means of processing personal data. 

To the extent that individual sections describe joint responsibility, independent responsibility, or processing 
on behalf of another party, the roles specified therein apply in addition. 

A.1.2 Data Protection Officer 

Since Ormed GmbH regularly processes special categories of personal data, in particular health data 
pursuant to Art. 9 of the GDPR, a Data Protection Officer has been appointed in accordance with Art. 37 of 
the GDPR in conjunction with § 38 of the BDSG. 

Martin Möhrle has been appointed as the internal Data Protection Officer of Ormed GmbH. 

The Data Protection Officer’s contact information can be found in Section A.1.3. 

A.1.3 Central Point of Contact 

For all inquiries regarding data protection, complaints, and the revocation of consent, please contact the 
following: 

Data Protection Officer of Ormed GmbH 
Bötzinger Straße 90 
79111 Freiburg 
Germany 

Phone:  +49 (0)761 456601 
Email:  datenschutzbeauftragter@enovis.com 

This contact point applies to all processing activities described in this Privacy Policy. 

Data protection-related inquiries will be processed promptly, no later than within one month. If the legal 
requirements are met, this period may be extended. In this case, you will be informed of the reasons for the 
delay. 

A.2 Group Affiliation and Cross-Group Data Processing 

Ormed GmbH is part of the Enovis Group. Enovis Corporation is headquartered at: 

Enovis Corporation 
2711 Centerville Road 
Wilmington, Delaware 19808 
USA 

In addition to its own products, Ormed GmbH also distributes Enovis products that are approved group-
wide. 

Intra-group data transfers occur in particular in the following areas: 

• B2B business and order processing: via group-wide ERP and Oracle systems. For details, see Section 
C.4. 

• employee management: via the Workday human resources management system. For details, see 
Section D.2. 

• application process: also via Workday, provided that the application process is conducted through 
this system. For details, see Section E.2. 

mailto:datenschutzbeauftragter@enovis.com
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To the extent that personal data is transferred to the United States or other third countries, this is done 
based on the safeguards described in Section A.3. 

A.2.1 Separation of Patient Data 

Patient care, prescription, health, and care-related billing data are not routinely transferred to other entities 
within the Enovis Group or to third countries. The regular processing of this data takes place in the 
designated German care systems. Details regarding the care systems, recipients, and data flows can be 
found in Section B.4. 

If patient-related data is transmitted unsolicited via general communication channels, it is merely reviewed 
and, if necessary, forwarded to the designated German care systems. No further processing takes place via 
these general communication channels. 

A.3 Transfers to Third Countries and Safeguards 

For certain processing operations, personal data may be transferred to the United States or other third 
countries. A third country may have a level of data protection that does not correspond to the level of data 
protection within the European Union. 

We safeguard such transfers through appropriate safeguards in accordance with Art. 44 et seq. of the GDPR. 

A.3.1 Adequacy Decision and EU-U.S. Data Privacy Framework 

If a recipient is located in a country covered by an adequacy decision or is certified under the EU-U.S. Data 
Privacy Framework, the transfer may be based on Art. 45 of the GDPR. 

A.3.2 Standard Contractual Clauses 

Where necessary, we use the European Commission’s Standard Contractual Clauses in accordance with Art. 
46(2) of the GDPR. These may be supplemented by additional technical and organizational safeguards. 

A.3.3 Data Processing Agreements 

If a service provider processes personal data on our behalf, we enter into a data processing agreement with 
that provider in accordance with Art. 28 of the GDPR. 

If a recipient is also certified under the EU-U.S. Data Privacy Framework and Standard Contractual Clauses 
have been agreed upon, the Standard Contractual Clauses may serve as supplementary safeguards. 

A.3.4 Relevant Categories of Recipients 

The categories of recipients for which transfers to third countries may be relevant include, in particular: 

• IT and hosting service providers,  

• security service providers, 

• CRM and sales service providers, 

• HR and applicant management service providers, 

• communication and collaboration service providers, 

• affiliated companies. 

The service providers used in each case, the purposes of the processing, and any involvement of third 
countries are described in the relevant sections of this Privacy Policy. 

A.3.5 Information on Safeguards 

Upon request, we will provide you with a copy of the agreed-upon appropriate safeguards or information 
regarding the specific recipients through the contact point specified in Section A.1.3, to the extent required 
under Art. 13(1)(f) and Art. 15(1)(c) and (2) of the GDPR. 
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For patient, health, prescription, and care-related billing data, the special notes in sections A.2.1 and B also 
apply.  

A.4 Websites and Digital Services 

This section applies to websites and digital services: 

• www.enovis-medtech.de 

• the German web shop for B2B orders from German customers, www.enovisconnect.com/de/de 

• enovis-kundenportal.de/de 

A.4.1 Server Log Files 

Each time you visit our websites, the respective hosting or infrastructure provider automatically collects 
information transmitted by your browser. 

This includes, in particular: 

• IP address of the device accessing the site, 

• date and time of access, 

• URL accessed, 

• amount of data transferred, 

• browser type and version, 

• operating system, 

• referrer URL or referring page. 

The data is processed for the following purposes: 

• technical operation of the website, 

• error analysis, 

• ensuring IT security, 

• detection and prevention of unauthorized access. 

Unless a different retention period is specified in the following sections, server log files are generally stored 
for seven days and then automatically deleted. 

The legal basis is Art. 6(1)(f) of the GDPR. Our legitimate interest lies in the technically error-free, secure, and 
stable operation of our websites. 

A.4.2 SSL and TLS Encryption 

For security reasons, our websites use SSL or TLS encryption. 

You can recognize an encrypted connection by the fact that the address bar of your browser begins with 
“https://” and a padlock icon is displayed. 

Encryption protects the transmission of confidential content from access by unauthorized third parties. 

The legal basis is Art. 6(1)(f) of the GDPR. Our legitimate interest lies in protecting data transmission and 
ensuring IT security. 

A.4.3 Web Hosting of the Main Website 

The main website www.enovis-medtech.de is hosted on servers provided by an external hosting service 
provider. 

Provider: Vercel Inc., USA 

http://www.enovis-medtech.de/
http://www.enovis-medtech.de/
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The following data is processed in particular: 

• IP address, 

• time and duration of the connection, 

• amount of data transferred, 

• technical connection data, 

• server logs. 

The purpose of processing is the technical operation and provision of the website, including the storage and 
delivery of website files. 

Hosting is provided via a global content delivery network, primarily in the U.S. EU nodes are available. This 
may involve the transfer of personal data to the U.S. 

The retention period is governed by Vercel’s retention policies and is a maximum of 30 days, unless longer 
retention is required due to legal obligations. 

Protection is ensured by the EU-U.S. Data Privacy Framework, Standard Contractual Clauses, and a data 
processing agreement in accordance with Section A.3. 

The legal basis is Art. 6(1)(f) of the GDPR. Our legitimate interest lies in the technically error-free and secure 
provision of the website. 

A.4.4 Protection Against Automated Access via Cloudflare 

For the customer portal enovis-kundenportal.de/de, incoming data traffic is processed by Cloudflare. 

Provider: Cloudflare, Inc., USA 

The processing serves to: 

• protect against bot attacks, 

• prevent malicious or automated access, 

• protect against security-related access attempts, 

• ensure IT security. 

In particular, the following data is processed: 

• IP address, 

• HTTP headers, 

• request metadata, 

• signals for detecting automated access. 

Hosting and processing take place in the United States. Cloudflare also uses so-called EU PoPs. 

Log data for analytical purposes is stored for 30 days. 

Security is ensured by the EU-US Data Privacy Framework, Standard Contractual Clauses, and a Data 
Processing Agreement in accordance with Section A.3. 

The legal bases are: 

• Art. 6(1)(f) GDPR. Our legitimate interest lies in protecting the customer portal and ensuring IT 
security. 

• Section 25(2)(2) of the TDDDG, to the extent that Cloudflare sets technically necessary cookies. 

For more information on data processing, please refer to Cloudflare’s Privacy Policy. 

https://www.cloudflare.com/de-de/privacypolicy/
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A.4.5 Contact Form and General Inquiries 

If you contact us via a contact form, by email, or by phone, we process the data you provide solely for the 
purpose of handling and responding to your inquiry. 

For service inquiries via the customer portal, Section C.1 applies in addition. 

In particular, the following data is processed: 

• name, 

• email address, 

• phone number (if applicable), 

• content of the message, 

• and any attached documents, if applicable. 

The general contact form is not intended for the transmission of health data, diagnoses, prescriptions, or 
prescription-related documents. 

For inquiries regarding patient care, please use the secure transmission channels provided for this purpose. 
These are described in Sections B.1 and B.2. 

If health data is transmitted as part of an inquiry, explicit consent pursuant to Art. 9(2)(a) of the GDPR may 
be required. 

The data is processed for the purpose of: 

• processing and responding to your inquiry, 

• documenting the communication process, 

• forwarding to the appropriate internal department, to the extent necessary for processing. 

Required contact and content information is necessary so that we can process your inquiry. You are not 
required to provide any additional voluntary information. 

The data will be stored until the inquiry is resolved, generally for no longer than six months. Statutory 
retention requirements, in particular under Section 257 of the German Commercial Code (HGB), remain 
unaffected and may require longer storage. 

The legal bases are: 

• Art. 6(1)(b) of the GDPR, to the extent that the inquiry serves the performance of a contract or pre-
contractual measures, 

• Art. 6(1)(f) of the GDPR for the processing and documentation of general inquiries, 

• and, in the case of health data, additionally Art. 9(2)(a) of the GDPR, provided that consent has been 
given. 

Data will only be disclosed to third parties if this is necessary to process the inquiry, required by law, or 
permitted by consent. 

A.4.6 Google reCAPTCHA 

To protect the contact form on the main website from abusive automated access, we use the invisible 
version of Google reCAPTCHA. 

Provider: Google Ireland Limited, Ireland 

The purpose of this processing is to distinguish between human input and automated access. 
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To detect automated access, Google processes, in particular, IP addresses, browser data, device data, and 
interaction data. In doing so, data may be transferred to the United States. reCAPTCHA is activated only after 
you have given your consent. 

Security is ensured through the EU-U.S. Data Privacy Framework, Standard Contractual Clauses, and a data 
processing agreement in accordance with Section A.3. 

The legal basis is Section 25(1) of the TDDDG in conjunction with Art. 6(1)(a) of the GDPR. Processing is 
based on your consent. 

For more information on data processing by Google, please see Google’s Privacy Policy. 

A.4.7 Chat and Contact Widget 

On the main website www.enovis-medtech.de, we use a chat and contact widget from a German provider. 

The widget enables: 

• answers to frequently asked questions and general product information, 

• the submission of contact requests to employees, 

• scheduling appointments, 

• live chats with employees, 

• the storage of chat histories. 

In particular, the following data is processed: 

• voluntarily provided contact information, specifically name, email address, and phone number, 

• text entries and conversation histories, 

• IP address, 

• time and duration of the session, 

• browser type, 

• referring page, 

• technical session and identification characteristics. 

The widget is not intended for entering health data or patient-related information. Please do not enter any 
health data, diagnoses, or prescription information via the chat. 

Should such data nevertheless be entered voluntarily, it will be used exclusively to process the specific 
inquiry and will not be further processed for any other purposes. For questions regarding patient care, 
please use the contact option listed in Section B.1 or the secure transmission channels described in Section 
B.2. 

The chat widget is technically preloaded when you visit the website. Only the connection data necessary to 
display the widget and manage your consent decision is processed. No chat content is processed without 
your consent. 

You may withdraw your consent at any time with future effect via the website’s privacy or cookie settings or 
through the contact options listed in Section A.1.3. Closing the chat window ends the visible chat session but 
does not automatically result in the deletion of data that has already been transmitted or stored. 

Hosting takes place in Germany. A data processing agreement in accordance with Art. 28 of the GDPR is in 
place. No data is disclosed to third-party systems, nor is it transferred to third countries. 

 

 

https://policies.google.com/privacy
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Retention period: 

• Chat histories and conversation content: 14 days, followed by automatic deletion; 

• technical connection data: seven days. 

The legal bases are: 

• Art. 6(1)(a) of the GDPR in conjunction with Section 25(1) of the TDDDG for the active use of the chat 
and the setting of cookies required for this purpose, 

• Art. 6(1)(f) GDPR in conjunction with § 25(2)(2) TDDDG for the technically necessary provision of the 
inactive widget function, 

• Art. 6(1)(b) of the GDPR, insofar as a specific contact or service request is processed at the request of 
the data subject. 

A.4.8 Cookies, Tracking, and Consent Management 

Our websites use cookies and similar technologies. 

Pursuant to § 25(1) of the TDDDG, the storage of information on the end device is generally permitted only 
with prior consent. The sole exception is technically necessary cookies. 

Technically necessary cookies are used for operation, security, login status, language settings, and the 
storage of cookie settings. 

Analytics and marketing technologies are optional and are used only with prior consent. Without this 
consent, you may generally continue to use our websites. 

A.4.8.1 Consent Management Platform 

We use a consent management platform to obtain, document, and manage your cookie consents. 

The purposes of processing are: 

• displaying the cookie banner, 

• obtaining and managing consents, 

• documenting granted, modified, and revoked consents, 

• providing proof of consent in accordance with Art. 7(1) of the GDPR. 

The following information is processed: 

• truncated IP address, 

• time of consent, modification, or revocation, 

• consent status for each cookie category, 

• browser and device information, 

• Consent ID. 

There is no routine transfer of data to third countries. 

Records of consent are stored for the duration of the consent and thereafter for as long as necessary to 
prove legality or to defend against legal claims. 

The legal bases are: 

• Section 25(2) no. 2 (TDDDG) for the technically necessary consent cookie, 

• Art. 6(1)(c) of the GDPR for fulfilling the obligation to provide evidence under Art. 7 of the GDPR. 
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A.4.8.2 Cookie Categories 

Cookie 
Category 

Purpose 
Consent 
Required 

Legal Basis 

Technically 
Necessary 

Session management, login status, language settings, 
and cookie settings 

No 
Art. 6(1)(f) GDPR; § 
25(2)(2) TDDDG 

Analysis 
Usage statistics, web analytics, and campaign 
measurement 

Yes 
Art. 6(1)(a) GDPR; § 25(1) 
TDDDG 

Marketing 
Google Ads, conversion tracking, retargeting, and 
interest-based advertising 

Yes 
Art. 6(1)(a) GDPR; § 25(1) 
TDDDG 

Technologies requiring consent are only used after you have actively given your consent. You can change or 
revoke your selection at any time via the cookie settings, effective for the future. 

A.4.8.3 Google Analytics 4 and Google Ads 

Depending on the consent you have provided, we use: 

• Google Analytics 4 for web analytics, campaign measurement, landing page analysis, and internal 
campaign reporting, 

• Google Ads for campaign and conversion measurement, to optimize advertising efforts, and, if 
enabled, for interest-based advertising. 

Provider: Google Ireland Limited, Ireland 

The following data is processed in particular: 

• truncated or anonymized IP address, 

• cookie and device identifiers, 

• pseudonymous client IDs, 

• user agent, 

• page views, 

• click and navigation behavior, 

• time spent on the site, 

• campaign data, 

• conversion information, 

• general location information, 

• technical browser and device information. 

The services are loaded only after consent has been given. Privacy-friendly default settings and IP 
anonymization are enabled. 

Google Signals and interest-based advertising are enabled only on the basis of marketing consent. 

Hosting takes place in the EU or the U.S. Data protection is ensured through the EU-U.S. Data Privacy 
Framework, Standard Contractual Clauses, and a Data Processing Agreement in accordance with Section A.3. 

Retention period: 
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• Google Analytics 4 data: two months, 

• Google Ads data: in accordance with the durations specified in the consent banner or the settings of 
the respective marketing service. 

The legal basis is Section 25(1) of the TDDDG in conjunction with Art. 6(1)(a) of the GDPR. 

In addition, you can disable the collection of your data by Google Analytics using the Google Analytics opt-
out browser plugin. For more information, please refer to Google’s Privacy Policy. 

A.4.9 Links to Social Media Platforms 

Our websites contain external links to the following social media platforms: 

• YouTube (Google LLC, USA), 

• Facebook and Instagram (Meta Platforms Ireland Ltd., Ireland), 

• LinkedIn (LinkedIn Ireland Unlimited Company, Ireland), 

• Xing (New Work SE, Germany). 

These icons are exclusively external hyperlinks. When you visit our websites, no personal data is transmitted 
to the respective platforms via these links. Data processing by the respective platform provider only begins 
when you actively click on the link and access the external platform. 

From that point on, the privacy policy of the respective platform provider applies, and this privacy policy no 
longer applies. We have no influence over the data processing carried out by the platform providers. 
Therefore, please review the applicable privacy notices and, if applicable, any additional privacy information 
provided by the platform providers before using the respective platform. 

A.5 Telephony and Digital Corporate Communications 

This section applies to all individuals who communicate with Ormed GmbH by telephone or participate in 
digital corporate communications with Ormed GmbH. 

Employees are also subject to the special notes in Section D.3. 

A.5.1 Telephony and Call Center Service Providers 

We use specialized telephony and call center service providers for corporate communications and telephone 
customer service. 

These providers process connection and routing data, in particular to: 

• ensure telephone availability, 

• distribute calls, 

• manage call queues, 

• ensure service quality. 

The service providers used are contractually bound. Any data transfers to third countries are safeguarded by 
the guarantees described in Section A.3. 

A.5.2 Telephony System 

The following are processed: 

• internal and external phone numbers, 

• time and duration of the call, 

• call direction, 

• technical connection and network data. 

https://tools.google.com/dlpage/gaoptout?hl=de
https://tools.google.com/dlpage/gaoptout?hl=de
https://policies.google.com/privacy
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The purposes of processing are: 

• providing internal and external voice communication, 

• ensuring availability for customers, partners, service providers, and patients, 

• technical quality assurance for telephone services. 

Calls are not recorded. 

Hosting takes place in Germany or within the European Union. A data processing agreement in accordance 
with Art. 28 of the GDPR is in place. Any transfers to third countries are safeguarded in accordance with 
Section A.3. 

Connection data is stored for a maximum of six months, unless there is a legal obligation to retain it for a 
longer period. 

The legal bases are: 

• Art. 6(1)(b) of the GDPR, to the extent that the communication serves the purpose of contract 
performance or the provision of resources, 

• Art. 6(1)(f) of the GDPR for our legitimate interest in functional and secure corporate 
communication. 

A.5.3 Call Center System 

The following data is processed: 

• callers’ phone numbers and call connection data, 

• time and duration of the call, 

• wait time, 

• the selected service option, 

• routing and call forwarding data, 

• aggregated service and quality metrics, to the extent that these are necessary for managing 
availability and service quality. 

The purposes of processing are: 

• distributing incoming calls to employees, 

• managing call queues, 

• time-based call forwarding, 

• ensuring service quality. 

Calls are not recorded, and no content-based voice analysis is performed. Additional information regarding 
the protection of employees can be found in Section D.3. 

Hosting takes place within the European Union. A data processing agreement in accordance with Art. 28 of 
the GDPR is in place. Any transfers to third countries are safeguarded in accordance with Section A.3. 

Connection and routing data are stored for a maximum of 30 days. Aggregated metrics are anonymized and 
are not subject to any personal data retention period thereafter. 

The legal bases are: 

• Art. 6(1)(b) of the GDPR for processing customer and patient inquiries, 

• Art. 6(1)(f) of the GDPR for our legitimate interest in efficient accessibility and service quality. 
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A.5.4 Microsoft 365 

Ormed GmbH uses Microsoft 365 company-wide for: 

• email, 

• chat, 

• video conferencing, 

• document editing, 

• collaboration, 

• project planning, 

• task management, 

• meetings and training sessions, 

• optional AI features, specifically Microsoft Copilot, if enabled. 

Provider: Microsoft Ireland Operations Limited, Ireland 
Parent company: Microsoft Corporation, USA 

The following data is processed to the extent necessary for the respective functions: 

• communication data, in particular email and chat content, 

• connection and metadata, 

• data from video conferences, 

• documents and collaborative work content, 

• project and task data, 

• data from meetings and training sessions, 

• usage and log data, including, in particular, login and logout times, Microsoft 365 applications and 
features used, access and change logs, device and session information, as well as technical 
diagnostic and security logs,  

• Teams recordings and, where applicable, transcripts, provided that these features are enabled and 
used in accordance with the applicable requirements,  

• if AI features are enabled, inputs, outputs, and the context required to generate responses from the 
accessible Microsoft 365 data. 

Usage and log data are processed for the provision, administration, security, and error analysis of Microsoft 
365 services, as well as for the technical traceability of access and changes. As far as this data concerns 
employees, it is not processed for the purpose of systematic individual performance or behavior monitoring. 
Additional information on operational demand management can be found in section D.3. 

Hosting generally takes place within European data centers in accordance with the Microsoft EU Data 
Boundary. 

Data protection is ensured through the EU-US Data Privacy Framework, Standard Contractual Clauses, and a 
data processing agreement in accordance with Section A.3. 

The data is generally stored for the duration of the employment or business relationship. After that ends, it 
is deleted according to the configured retention policies. For certain tax and commercial law relevant 
content, retention periods of up to ten years may apply. Other legal or regulatory retention reasons remain 
unaffected. 
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The legal bases are: 

• Art. 6(1)(b) GDPR, to the extent that the communication serves the performance of a contract or 
pre-contractual measures, 

• Art. 6(1)(f) GDPR for our legitimate interest in efficient and secure corporate communication, 

• Art. 6(1)(a) GDPR for optional features such as meeting recordings. 

Meeting Recordings 

Teams meetings may be recorded at the initiative of the person who sent the invitation, provided that all 
participants have been informed in advance and have given their consent. 

Ormed GmbH remains the data controller. Recordings are deleted as soon as the purpose of the recording 
no longer applies, provided there is no legal obligation to retain them. 

Microsoft Copilot 

When Microsoft Copilot is used, Microsoft processes inputs, outputs, and the context necessary to provide a 
response from the Microsoft 365 data to which the respective user has access. 

Processing generally takes place within the Microsoft EU Data Boundary. In individual cases, technical, 
diagnostic, security-related, or support-related processing operations may take place outside the European 
Union or the European Economic Area. 

To the extent that personal data is transferred to third countries in this context, such transfers are based on 
the safeguards described in Section A.3. 

External Communication via Microsoft Teams 

Microsoft Teams is also used for communication with external B2B partners, in particular customers and 
suppliers. 

In this context, connection and communication data of external participants may be processed. External 
participants are informed about the data processing at the beginning of a meeting. 

No Routine Processing of Patient Data 

Patient, health, and prescription data are routinely processed in the designated German care systems. 

If such data is transmitted unsolicited via general communication channels, it is merely reviewed and, if 
necessary, forwarded to the designated care systems. For details, see Section B.4. 

A.6 Data Subject Rights, Complaints, and Changes 

A.6.1 Right of Access 

Under Art. 15 of the GDPR, you have the right to request information regarding whether personal data 
relating to you is being processed. 

If this is the case, you may, in particular, request information regarding: 

• the personal data stored, 

• the source of the data, 

• the purposes of processing, 

• the legal bases, 

• the recipients or categories of recipients, 

• the retention period, 

• existing rights to rectification, erasure, restriction, or objection, 
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• the existence of a right to lodge a complaint with a supervisory authority, 

• transfers to third countries and appropriate safeguards. 

A.6.2 Right to Rectification 

Under Art. 16 of the GDPR, you have the right to request the rectification of inaccurate personal data or the 
completion of incomplete personal data. 

A.6.3 Right to erasure 

Under Art. 17 of the GDPR, you have the right to request the erasure of your personal data, in particular if: 

• the data is no longer necessary for the purposes of the processing, 

• you have withdrawn your consent and there is no other legal basis, 

• you have objected to the processing, 

• the data has been processed unlawfully, 

• erasure is necessary to comply with a legal obligation. 

The right to erasure does not apply to the extent that statutory retention obligations or other legal 
exceptions preclude it. This applies in particular to retention obligations under tax and commercial law. 

A.6.4 Right to Restriction of Processing 

Under Art. 18 of the GDPR, you have the right to request restriction of processing if: 

• you contest the accuracy of your data and its accuracy is being verified, 

• the processing is unlawful and you request restriction instead of erasure, 

• we no longer need the data, but you need it to assert, exercise, or defend legal claims, 

• you have objected and it has not yet been determined whether our legitimate grounds override 
yours. 

When processing is restricted, the data may generally only be stored or processed with your consent or to 
protect legitimate or legally recognized interests. 

A.6.5 Right to Data Portability 

Under Art. 20 of the GDPR, you have the right to receive the personal data you have provided to us in a 
structured, commonly used, and machine-readable format. 

You may also request that this data be transmitted to another controller, provided the legal requirements 
are met. 

This right applies in particular to data processed on the basis of consent pursuant to Art. 6(1)(a) or Art. 
9(2)(a) of the GDPR, or for the performance of a contract pursuant to Art. 6(1)(b) of the GDPR. 

A.6.6 Right to Object 

To the extent that we process your data on the basis of Art. 6(1)(e) or (f) of the GDPR, you may object to the 
processing for reasons arising from your particular situation. 

Once you have objected, we will no longer process the data unless we can demonstrate compelling 
legitimate grounds for the processing that override your interests, rights, and freedoms, or the processing is 
necessary for the establishment, exercise, or defense of legal claims. 

If your data is processed for direct marketing purposes, you may object to the processing for this purpose at 
any time. This also applies to any related profiling. Following your objection, the data will no longer be used 
for direct marketing. 
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A.6.7 Withdrawal of Consent 

To the extent that processing is based on your consent, you may withdraw it at any time with future effect. 

Withdrawal may be made: 

• by email todatenschutzbeauftragter@enovis.com , 

• by mail to the Data Protection Officer at Ormed GmbH, 

• via the cookie and privacy settings, which are accessible at any time, insofar as they pertain to 
cookies, similar technologies, or the chat widget. 

The lawfulness of processing carried out before the withdrawal remains unaffected. 

A.6.8 Right to File a Complaint with a Supervisory Authority 

Under Art. 77 of the GDPR, you have the right to lodge a complaint with a data protection supervisory 
authority if you believe that the processing of your personal data violates the GDPR. 

The competent supervisory authority is: 

The State Commissioner for Data Protection and Freedom of Information of Baden-Württemberg 
P.O. Box 10 29 32 
70025 Stuttgart 
Germany 

Phone:  +49 (0)711 615541-0 
Fax:  +49 (0)711 615541-15 
Email:  poststelle@lfdi.bwl.de 
Website:  www.lfdi.bwl.de 

Filing a complaint with the supervisory authority is free of charge. You do not need to contact Ormed GmbH 
first. 

A.6.9 Filing a Complaint with Ormed GmbH 

You may initially contact our Data Protection Officer with a data protection complaint. 

Please submit your complaint by email or mail to the contact point listed in Section A.1.3. 

We will acknowledge receipt of your complaint immediately and process it within one month at the latest. 
We will then inform you of the outcome of the review. 

A.6.10 Automated Decision-Making and Profiling 

Automated decision-making within the meaning of Art. 22 of the GDPR that produces legal effects 
concerning you or similarly significantly affects you does not take place. 

To the extent that statistical analyses, target group segmentation, usage analyses, or AI-supported assistance 
functions are used, these serve in particular: 

• analysis, 

• to improve our communication and services, 

• to support internal work processes, 

• to facilitate professional B2B communication. 

They do not result in automated individual decisions with legal or similarly significant effects. 

 

mailto:datenschutzbeauftragter@enovis.com
mailto:poststelle@lfdi.bwl.de
http://www.lfdi.bwl.de/
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A.6.11 Changes to This Privacy Policy 

We reserve the right to amend this Privacy Policy with future effect. 

The current version will be published on our website. In the event of material changes, we will notify you 
separately, if necessary. 

A.7 System Index 

The following overview is provided for informational purposes only. Complete details regarding purpose, 
data categories, recipients, legal bases, retention periods, third-country transfers, and security measures can 
be found in the respective detailed sections. 

For transfers to third countries, the safeguards set forth in Section A.3 apply. To the extent that service 
providers act as data processors, data processing agreements have been entered into in accordance with 
Art. 28 of the GDPR. 

System or Service Provider Affected Area 
Third-Country 
Transfers 

Detailed 
Section 

Care and Billing Software 
Patient care, billing, and online status 
inquiries 

No routine third-
country transfer 

B.4 

IT service provider for support and 
customization of healthcare 
software 

Patient Care 
No routine third-
country transfer 

B.4 

Digital scanning solution Patient care, digital document capture 
No routine third-
country transfer 

B.4 

Secure Communication Platform 
Secure transmission of prescriptions and care 
data 

No routine third-
country transfer 

B.2 and B.4 

Qualified Billing Data Center 
GKV billing in accordance with Section 302 of 
SGB V 

No routine third-
country transfer 

B.4 

Vercel Inc. Hosting of the main website USA A.4.3 

BELPOLTEX B.V. Customer portal and ticket system 
No routine third-
country transfer 

C.1 

Consent Management Platform 
Cookie Consents on the Website and 
Customer Portal 

No routine third-
country transfer 

A.4.8 

CRM and Sales Platform 
B2B customers, prescribers, healthcare 
professionals, and persons responsible for 
emergency supply depots 

USA C.2 

B2B Communication Platform 
Technical Communication, Target Audience 
Management, and Campaign Management 

USA C.3 

Mailing service providers for 
newsletters and email campaigns 

Newsletters, delivery status, bounce 
handling, and opt-out documentation 

No routine third-
country transfer 

C.3 
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System or Service Provider Affected Area 
Third-Country 
Transfers 

Detailed 
Section 

Cloudflare, Inc. 
Protection of the customer portal against 
automated and malicious access attempts 

USA A.4.4 

Google Analytics 4 and Google Ads 
Web analytics, campaign measurement, 
conversion tracking, and advertising 

Potential third-
country transfer: 
USA 

A.4.8.3 

Google reCAPTCHA Bot protection for forms 
Potential third-
country transfer: 
USA 

A.4.6 

Chat and Contact Widget 
FAQ, Live Chat, Contact Requests, and 
Appointment Scheduling 

No routine third-
country transfer 

A.4.7 

Workday Employee and Applicant Management USA D.2 and E.2 

DATEV eG Payroll 
No routine third-
country transfer 

D.2 

Time Tracking Service Provider Work Time and Absence Management 
No routine third-
country transfer 

D.2 

AON 
Corporate Pension Plans and Insurance 
Management 

No routine third-
country transfer 

D.2 

Telecommunications Service 
Provider 

Enterprise-wide Voice Communications 
No routine third-
country transfer 

A.5.1 and 
A.5.2 

Call center service providers Call distribution, routing, and service quality 
No routine third-
country transfer 

A.5.1 and 
A.5.3 

Microsoft 365 
Email, chat, video conferencing, documents, 
and collaboration 

Individual third-
country transfers 
possible 

A.5.4 

Oracle Cloud Commerce and Oracle 
EBS 

B2B order processing and German online 
store 

USA C.4 

B. Patients 
This section describes the processing of personal data in connection with the provision of a CPM device—
from the placement of an order by a doctor’s office, clinic, or medical supply store through to the delivery, 
use, pickup, and billing of the device. 
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This section is intended in particular for: 

• patients, 

• those with public or private health insurance, 

• self-paying patients, 

• patient care providers, 

• prescribing medical practices and clinics, 

• medical supply stores, 

• health insurance companies, and other payers. 

Without the data required for care, it is not possible to provide care in individual cases. 

B.1 Specifics of Patient Care 

B.1.1 Contact Information for Patients 

If you have questions about medical device provision or the processing of your patient data, you can reach 
us at: 

Email: homecareservice@enovis.com 

You may exercise your statutory data protection rights at any time by contacting our Data Protection Officer: 

Email:datenschutzbeauftragter@enovis.com 
 Mail: Data Protection Officer, Ormed GmbH, Bötzinger Straße 90, 79111 Freiburg 
Phone: +49 (0)761 456601 

When contacting us by phone regarding medical device provision, the general information on telephony and 
call center systems in Section A.5 also applies. Calls are not recorded. 

B.1.2 Health Data and Special Protection 

As an authorized supplier of medical aids pursuant to Section 126 SGB V, we process health data in 
connection with the provision of CPM devices. Health data constitutes a special category of personal data 
within the meaning of Art. 4(15) and Art. 9 of the General Data Protection Regulation (GDPR). 

Health data is subject to particularly strict data protection safeguards. We process this data exclusively to 
the extent necessary for the implementation, organization, documentation, support, return, or billing of 
assistive device provision. 

As part of the intended patient care process, health data is processed and stored by Ormed GmbH in the 
designated German care systems. Authorized employees within the European Union may access these 
systems to the extent necessary. Such data is not routinely transferred to third countries. 

The legal bases for processing are summarized in Section B.5. Where social data is involved, the information 
in Section B.6.3 applies in addition. 

B.2 Source and Categories of Patient Data 

B.2.1 Sources of Patient Data 

We receive patient data through various channels—from entities that arrange or support care, as well as, in 
certain cases, directly from patients. 

Transmission by Prescribers and Medical Supply Stores 

As a rule, we receive the data necessary for care from the entity that arranges for the provision of medical 
devices. This includes, in particular: 

mailto:homecareservice@enovis.com
mailto:datenschutzbeauftragter@enovis.com
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• prescribing physicians’ offices and specialists, particularly in the fields of orthopedics, surgery, and 
trauma surgery, 

• clinics and hospitals as part of inpatient or post-hospital care, 

• partner medical supply stores, 

• health insurance companies and other payers, particularly in cases of repeat prescriptions, cost-
reimbursement requests, or approval procedures. 

These entities transmit the data in consultation with the patients to facilitate the medically prescribed 
provision of assistive devices. 

Information Regarding Data Collection by Third Parties 

If we do not receive your data directly from you, we will inform you in accordance with Art. 14 of the GDPR 
no later than when we first contact you, provided there is no legal exception to this obligation to provide 
information. 

Channels for Transmitting Prescription and Patient Data 

We provide a secure platform for the transmission of prescriptions and patient data. 

Secure web form or secure communication platform 

Transmission via the designated secure web form or secure communication platform is encrypted and uses 
end-to-end encryption. This transmission method is the recommended method for transmitting prescription 
and patient data. 

The platform is used for the following data flows: 

• receipt of prescription and patient data from medical practices, clinics, and medical supply stores, 

• sending of data required for patient care to patient care providers. 

Further information on the platform and its security measures can be found in Section B.4.1. 

Other Transmission Methods 

Prescribers or medical supply stores can also transmit data through other channels, such as: 

• by mail, 

• by hand delivery, 

• via other communication channels under their control. 

The respective transmitting entities are responsible for selecting the method of transmission used by third 
parties. We have no influence over the choice of this transmission method. 

We process incoming data exclusively for the purpose of providing medical devices and fulfilling the 
associated legal or contractual obligations. 

Direct Contact by Patients 

Patients may also contact us directly and submit their data themselves. This may occur in particular in the 
following cases: 

• exercising the right to choose a provider, 

• direct submission of a prescription, 

• initiating or coordinating care, 

• receiving care as a self-paying patient, 

• receiving care under private or public insurance with full or partial out-of-pocket payment. 
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In these cases, we use the data you have actively provided exclusively: 

• to provide the medical device, 

• to coordinate the provision of medical aids, 

• to bill the responsible payer, to the extent necessary, 

• to fulfill legally required documentation and reporting obligations. 

The legal bases for direct contacts and direct data transfers are set forth in Section B.5.1. 

B.2.2 Categories of Processed Patient Data 

Depending on the care situation, the following categories of data may be processed: 

Master and contact data 

• first and last name, 

• date of birth, 

• home address, 

• shipping address, if different, 

• phone number, 

• email address, if applicable. 

Insurance and payer information 

For patients with statutory health insurance, the following information may be processed in particular: 

• name of the health insurance provider, 

• Insurance ID number, 

• insurance status, 

• cost-bearer’s institution code, 

• approval number, 

• cost approval. 

Prescription and diagnosis data 

• diagnosis or ICD code, 

• medical prescription, 

• prescribed medical device, 

• medical device number, 

• name and contact information of the prescribing doctor’s office or clinic, 

• facility number and permanent physician number of the prescriber, 

• discharge documents from hospitals, to the extent they are necessary for the provision of medical 
aids. 

Provision Data 

• planned provision period or rental term, 

• delivery and handover dates, 

• return dates, 

• device and product data, 

• serial number, 

• device configuration, 
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• training information, 

• information on returns. 

Billing Information 

• approval numbers, 

• cost commitments, 

• delivery slips, 

• prescription copies, 

• invoice data, 

• data for billing statutory health insurance providers, 

• data for billing self-paying patients. 

B.3 Process for Providing Medical Aids 

B.3.1 Step 1: Order Receipt and Supply Planning 

We typically receive the prescription data required for provision from: 

• the prescribing physician’s office, 

• the hospital, 

• the medical supply store. 

In some cases, repeat prescriptions, cost approvals, or other information required for the supply may also be 
received directly from a health insurance provider or another payer. 

Based on this information, we plan the provision of assistive devices. 

B.3.2 Step 2: Cost Clarification 

Patients with Statutory Health Insurance 

For patients with statutory health insurance, coverage is clarified with the responsible health insurance 
provider or other funding agency before care begins. 

To this end, the necessary prescription, insurance, and billing data can be submitted to the payer. 

As a general rule, care is initiated upon receipt of approval. 

In medically urgent cases, the provision of the medical aid may begin before approval is received. This 
requires express written consent. 

Explicit consent under Art. 9(2)(a) of the GDPR is obtained from patients with public health insurance only if: 

• the processing of health data is not already necessary for treatment, cost clarification, billing, or 
compliance with legal obligations, 

• additional voluntary purposes are involved, 

• or processing is to take place beyond the scope of the necessary care process. 

Data processing in connection with medically urgent care prior to receiving approval is governed by the 
relevant legal bases set forth in Section B.5.1. The initiation of care also requires separate written consent. 

Self-Paying Patients 

For privately insured patients and other self-paying patients, a service agreement with a cost-coverage 
agreement is concluded. 
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We process the personal data required for the contract: 

• to carry out pre-contractual measures, 

• to prepare and execute the lease agreement, 

• to coordinate care, 

• for billing and payment processing. 

B.3.3 Step 3: Coordinating Care 

Once the issue of cost coverage has been clarified, we coordinate the details of care with the patient. 

This may include, in particular: 

• delivery date, 

• delivery location, 

• handover, 

• instructions, 

• expected duration of device provision, 

• date for picking up the device. 

B.3.4 Step 4: Provision to patient care providers 

The data required for delivery, instruction, and pickup is made available to the responsible patient care 
providers via a secure communication platform. 

Only the data strictly necessary for the specific care is transmitted. 

For more information on the role of patient care providers and data sharing, see Section B.3.7. 

B.3.5 Step 5: Delivery, Training, and Return 

Patient care providers carry out the immediate care on-site. This includes, in particular: 

• delivery of the CPM device, 

• handover of the device, 

• instruction on how to use the device, 

• support throughout the treatment period, 

• pickup of the device at the end of the prescription period. 

B.3.6 Step 6: Billing 

Billing to statutory health insurance providers is handled by a certified billing center. 

For this purpose, the following data in particular may be processed and transmitted to the billing center: 

• insurance information, 

• prescription data, 

• approval data, 

• delivery slips, 

• billing data, 

• invoice data. 

For self-paying patients, invoices are issued directly. 

The legal basis for cost clarification, billing, self-pay cases, and other patient care processing procedures is 
summarized in Section B.5.1. 
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B.3.7 Patient Care Providers—Data Disclosure and Roles 

The patient care providers we engage are legally independent companies and autonomous service providers 
who are prequalified in accordance with Section 126 of SGB V. They provide direct care on-site under their 
own professional and organizational responsibility. 

This includes, in particular: 

• delivery and handover of the CPM device, 

• instruction on its use, 

• coordination of on-site care, 

• support during the treatment period, 

• pickup of the device. 

For the purpose of providing specific care, the following information, in particular, may be shared with the 
patient’s assigned care provider: 

• name, 

• shipping address, 

• phone number, 

• device and product information, 

• information regarding the care period, 

• delivery and pickup details, 

• information required to provide instructions on the use of the device. 

Only the data necessary for the respective care is transmitted. 

Since patient care providers, as independent, pre-qualified service providers, make their own decisions 
regarding the professional and organizational implementation of the on-site care they provide, they are data 
controllers within the meaning of Art. 4(7) of the GDPR with respect to the on-site care they provide. 

The areas of responsibility are delineated as follows: 

• Ormed GmbH is responsible for processing the data up to the point of providing the data necessary 
for care, as well as for selecting the appropriate patient care provider and ensuring the lawful 
transmission of the data required for care. 

• the respective patient care provider is independently responsible for the subsequent data processing 
within the scope of the on-site care they provide.  

Data protection rights may be asserted with respect to processing by Ormed GmbH through us, and with 
respect to processing carried out independently by the patient care provider, directly with the respective 
patient care provider. To the extent necessary, the parties involved will assist one another in handling data 
protection requests. 

B.3.8 Secure Data Exchange with Patient Care Providers 

We use a secure communication platform provided by a German provider to make care data available to 
patient care providers and to facilitate communication during the care process. 

The platform offers: 

• end-to-end encryption, 

• secure data receipt, 

• secure data transmission, 

• access only for authorized patient care providers, 
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• secure two-way communication. 

Patient care providers are provided only with the data necessary for the respective care. The principle of 
data minimization pursuant to Art. 5(1)(c) of the GDPR applies. 

Technical details about the platform can be found in Section B.4.1. The list of recipients can be found in 
Section B.4.2. The legal bases are summarized in Section B.5.1. 

B.4 Systems, Service Providers, and Data Transfer 

B.4.1 Systems and Service Providers Used 

The regular processing of patient-related care data takes place in the designated German care systems. 
Service providers acting as processors are engaged under data processing agreements in accordance with 
Art. 28 of the GDPR. Such care data is not routinely transferred to third countries. 

For telephone contacts in the context of patient care, the information in Section A.5 applies in addition. 

Healthcare and Billing Software 

We use industry-specific software and the associated IT infrastructure for patient care. 

The purposes of processing are: 

• care planning, 

• prescription management, 

• management of cost commitments and approvals, 

• billing to statutory health insurance providers, 

• billing of self-pay patients, 

• documentation of care, 

• support for delivery, handover, and return processes, 

• support and customization of care and billing processes, 

• digital recording of prescriptions, cost approvals, and billing documents. 

IT service providers for support and customization 

IT service providers may be granted access to the necessary system and support data as part of the support 
and customization of the care and billing software. 

Digital scanning solution 

A digital scanning solution can be used for the digital capture of prescriptions, cost approvals, and billing 
documents. 

The processing is intended for digital document capture and to support the care and billing processes. 

Secure Communication Platform 

The secure communication platform is used for the following data flows: 

• receipt of prescriptions and patient data from medical practices, hospitals, and medical supply 
stores, 

• sending data necessary for specific care to patient care providers, 

• communication as part of the care process. 

The platform enables end-to-end encrypted data transmission. 

The provider acts as a data processor for the technical infrastructure and the metadata generated in this 
process.  
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Qualified Billing Center 

We use a qualified billing data center for billing with statutory health insurance providers. 

The purpose is the qualified billing of medical aid services to statutory health insurance providers in 
accordance with Section 302 of Book V of the Social Code (SGB V). 

As part of the billing process, insured person, prescription, and billing data, in particular, are transmitted to 
the billing center. The billing center processes this data on behalf of and in accordance with the instructions 
of Ormed GmbH and forwards it, as necessary, to the respective health insurance companies. 

B.4.2 Recipients and Data Disclosures 

The following overview lists the recipients, the purpose of the transfer, the main categories of data, the role 
under data protection law, and the relevant legal bases in each case. Data is disclosed only to the extent 
necessary for the respective care process, cost clarification, billing, compliance with legal obligations, or the 
assertion or defense of legal claims. A supplementary explanation of the legal bases specific to each recipient 
can be found in Section B.5.1. 

Recipients 
Purpose of the 
Disclosure 

Key Data 
Categories 

Role Legal Basis 

Statutory health 
insurance 
providers 

Approval, cost 
clarification, and 
billing on a case-by-
case basis 

Insurance, 
prescription, health, 
and billing data, as 
necessary 

Service provider or 
independent recipient 
in the statutory 
authorization and 
billing process 

Art. 6(1)(c) GDPR in conjunction 
with the relevant social security 
regulations, in particular § 302 
SGB V; Art. 9(2)(h) GDPR in 
conjunction with § 22(1)(1)(b) 
BDSG; §§ 67 et seq. SGB X, to 
the extent that social security 
data is involved. 

Health insurance 
companies’ 
communication 
platforms 

Electronic 
Transmission in the 
Approval and Billing 
Process 

Insurance, 
prescription, and 
billing data required 
for authorization or 
billing 

Technical 
communication 
channel or recipient in 
the respective 
procedure 

The legal bases applicable to 
the transmission to the health 
insurance provider; in 
particular, Art. 6(1)(c) of the 
GDPR in conjunction with 
Section 302 of SGB V, as well as 
Art. 9(2)(h) of the GDPR in 
conjunction with Section 
22(1)(1)(b) of the BDSG 

Qualified billing 
center 

Bulk billing with 
statutory health 
insurance providers 

Insured person, 
prescription, 
authorization, and 
billing data 

Processor 

Art. 6(1)(c) of the GDPR in 
conjunction with Section 302 of 
SGB V; Art. 9(2)(h) of the GDPR 
in conjunction with Section 
22(1)(1)(b) of the BDSG; 
Sections 67 et seq. of SGB X, 
insofar as social data is 
concerned; data processing on 
behalf of the controller 
pursuant to Art. 28 of the GDPR 

Patient care 
providers 

Delivery, 
instruction, support 

Name, delivery 
address, phone 
number, device and 
care data, as well as 

Independent data 
controller responsible 
for the technical and 
organizational 

Art. 6(1)(b) of the GDPR; Art. 
9(2)(h) of the GDPR in 
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Recipients 
Purpose of the 
Disclosure 

Key Data 
Categories 

Role Legal Basis 

during the care 
period, and pickup 

handover and pickup 
data 

implementation of on-
site care 

conjunction with § 22(1)(1)(b) 
of the BDSG 

Prescribing 
physicians and 
clinics 

Inquiries regarding 
prescriptions, care, 
renewals, or 
medical 
coordination 

Prescription, 
diagnosis, and 
contact information 
necessary for the 
inquiry 

Recipients in the 
context of medical or 
care-related 
coordination 

Art. 6(1)(b) GDPR, to the extent 
that the transfer is necessary 
for the provision of care; Art. 
9(2)(h) GDPR in conjunction 
with § 22(1)(1)(b) BDSG 

Operator of the 
secure 
communication 
platform 

Technical provision 
of the secure 
transmission 
infrastructure 

Transmitted data as 
well as technical 
infrastructure and 
metadata 

Processor 

Art. 28 GDPR; for the secure 
technical provision and 
transmission protected against 
misuse, Art. 6(1)(f) GDPR; 
otherwise, the legal bases 
applicable to the respective 
care process 

Provider of the 
supply and billing 
software 

System operation 
and support for 
care and billing 
processes 

Patient, prescription, 
and billing data 
required for care 
and billing 

Processor 

Art. 28 of the GDPR; otherwise, 
the legal bases applicable to 
the respective care process, in 
particular Art. 6(1)(b) or (c) of 
the GDPR and Art. 9(2)(h) of the 
GDPR in conjunction with 
Section 22(1)(1)(b) of the 
Federal Data Protection Act 
(BDSG) 

IT service 
providers for 
support and 
customization 

Support and 
technical 
customization of 
the systems 

Required system, 
support, and, where 
applicable, supply-
related data 

Processors 
Art. 28 of the GDPR; in addition, 
the legal bases applicable to 
the respective care process. 

Provider of the 
digital scanning 
solution 

Digital capture of 
prescriptions, 
authorizations, and 
billing documents 

Prescriptions, 
authorizations, and 
billing documents 

Data processor 

Art. 28 GDPR; Art. 6(1)(c) GDPR 
in conjunction with § 302 SGB 
V, as well as Art. 9(2)(h) GDPR 
in conjunction with § 
22(1)(1)(b) BDSG, insofar as 
health data is concerned 

Attorneys and 
public authorities 

Compliance with 
legal obligations 
and the assertion, 
exercise, or defense 
of legal claims 

Data required on a 
case-by-case basis 

Recipients on a case-
by-case basis 

Art. 6(1)(c) or (f) of the GDPR; 
for health data, Art. 9(2)(f) of 
the GDPR or the applicable 
legal basis. 

Data will only be disclosed to the extent necessary for patient care, cost clarification, billing, compliance with 
legal obligations, or the assertion or defense of legal claims. 
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B.5 Legal Bases and Safeguards 

B.5.1 Legal Bases for Patient Care 

To the extent that we process personal data in connection with the provision of medical devices based on 
Art. 6(1)(f) of the GDPR, our legitimate interest lies in particular in: 

• the secure and efficient organization of medical device provision, 

• the transparent documentation of care, 

• IT security, 

• to prevent misuse, 

• the assertion, exercise, or defense of legal claims. 

To the extent that health data is processed, this is done exclusively to the extent necessary for the provision 
of health and social services or for the administration of such services. 

The following overview assigns the legal bases to the respective processing operations and—to the extent 
that data is disclosed—to the recipients listed in Section B.4.2. 

Recipient or Processing Operation Legal Basis 

Ormed GmbH – Care planning based on a 
prescription 

Art. 6(1)(b) GDPR; Art. 9(2)(h) GDPR in conjunction with § 22(1)(1)(b) BDSG 

Statutory Health Insurance Carriers—
Cost Clarification and Approval 

Art. 6(1)(c) GDPR in conjunction with § 302 SGB V; Art. 9(2)(h) GDPR in 
conjunction with § 22(1)(1)(b) BDSG; §§ 67 et seq. SGB X, insofar as social 
data is concerned 

Self-Paying Patients – Lease Agreement 
and Cost-Assumption Agreement 

Art. 6(1)(b) GDPR; Art. 9(2)(h) GDPR in conjunction with § 22(1)(1)(b) BDSG; 
Art. 9(2)(a) GDPR only for additional processing operations not necessary 
for the provision of care 

Prescribing physicians and clinics—
telephone and other care-related 
coordination 

Art. 6(1)(b) GDPR; insofar as health data is concerned, additionally Art. 
9(2)(h) GDPR in conjunction with § 22(1)(1)(b) BDSG 

Patient Care Providers — Provision of 
data necessary for care 

Art. 6(1)(b) GDPR; Art. 9(2)(h) GDPR in conjunction with § 22(1)(1)(b) BDSG 

Direct transmission by patients to Ormed 
GmbH 

Art. 6(1)(b) GDPR; Art. 9(2)(h) GDPR in conjunction with § 22(1)(1)(b) BDSG, 
to the extent that health data is necessary for medical care; Art. 9(2)(a) 
GDPR, to the extent that processing is not necessary for medical care or 
relates to additional voluntary purposes 

Qualified Billing Center—Billing to 
Statutory Health Insurance Carriers 

Art. 6(1)(c) GDPR in conjunction with § 302 SGB V; Art. 9(2)(h) GDPR in 
conjunction with § 22(1)(1)(b) BDSG; §§ 67 et seq. SGB X, to the extent that 
social data is involved 

Competent authorities and other public 
bodies—MDR documentation and 
vigilance 

Art. 6(1)(c) GDPR, in particular pursuant to the MDR and the MPDG; Art. 
9(2)(i) GDPR or, where applicable, Art. 9(2)(h) GDPR in conjunction with § 
22(1)(1)(b) BDSG 
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Recipient or Processing Operation Legal Basis 

Attorneys and public bodies—
compliance with legal obligations and the 
assertion, exercise, or defense of legal 
claims 

Art. 6(1)(c) and/or (f) of the GDPR; to the extent that special categories of 
personal data, in particular health data, are processed for the purpose of 
asserting, exercising, or defending legal claims, additionally Art. 9(2)(f) of 
the GDPR 

Processor of the secure communication 
platform—secure technical transmission 

Art. 6(1)(f) of the GDPR for the secure technical provision and transmission 
protected against misuse; otherwise, the legal bases applicable to the 
respective care process 

For the providers of the care and billing software, IT service providers, and providers of the digital scanning 
solution mentioned in Section B.4.2, the legal bases of the respective main process being supported apply. 
These service providers are engaged as data processors pursuant to Art. 28 of the GDPR and process the 
data exclusively to the extent necessary in accordance with the instructions of Ormed GmbH. 

B.5.2 Processing by Persons Bound by Confidentiality 

Health data is processed exclusively by persons authorized to do so. 

Employees with access to patient data are expressly obligated to maintain: 

• confidentiality, 

• data protection, 

• relevant social security confidentiality obligations, 

• and, where applicable, the protection of private secrets pursuant to Section 203 of the German 
Criminal Code (StGB). 

Processing is thus carried out by persons who are subject to a corresponding duty of confidentiality, or under 
their responsibility within the meaning of Art. 9(3) of the GDPR and Section 22(1)(1)(b) of the BDSG. 

B.5.3 Role and Authorization Concept 

Access to health data is role- and authorization-based and limited to the extent necessary in each case. 

Employees and service providers are granted access only to the data they need to perform their respective 
tasks. 

B.6 Retention Period and Social Data 

B.6.1 Principle 

Personal data is stored only for as long as necessary for the respective purpose or as required by statutory 
retention obligations. 

Once the respective purpose no longer applies, the data is deleted or, if deletion is not possible due to legal 
retention requirements, restricted for further processing. 
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B.6.2 Retention Periods 

Data Type Retention Period Legal basis or grounds 

Tax and commercial 
law documents 

Six, eight, or ten years, depending on the type of document 

Section 147 of the German 
Fiscal Code (AO), Section 257 of 
the German Commercial Code 
(HGB) 

Manufacturer, 
product, and 
vigilance 
documentation 

Technical documentation, EU declarations of conformity, and 
relevant certificates are generally retained for at least ten 
years after the last product covered by the respective EU 
declaration of conformity was placed on the market. Product-
related data from complaints, incidents, safety measures, and 
post-market surveillance are retained in accordance with their 
relevance to the manufacturer’s safety and vigilance 
obligations. 
 

MDR (EU) 2017/745, MPDG 

Operator and Device 
Documentation for 
Leased CPM Devices 

Data on device allocation, provision, training, maintenance, 
reprocessing, inspections, malfunctions, and returns are 
stored for the duration of operation and thereafter in 
accordance with the applicable provisions of the MPBetreibV. 
If a medical device logbook must be maintained for a product, 
it is retained for five years after the device is taken out of 
service. 

MPBetreibV, in particular the 
applicable operator, 
maintenance, inspection, and 
documentation obligations. 

Billing documents for 
patient care 

In accordance with the requirements of the cost-bearing 
entities; six, eight, or ten years, as applicable under tax or 
commercial law 

Section 302 of Book V of the 
Social Code (SGB V), Section 
147 of the German Fiscal Code 
(AO), Section 257 of the 
German Commercial Code 
(HGB) 

Social data 
For as long as they are necessary for the provision of assistive 
devices, billing, or legal obligations; thereafter, deletion or 
restriction in accordance with legal requirements 

§§ 67 et seq. SGB X, § 84 SGB X 

General 
correspondence 
regarding provision 
of services 

Generally six years, to the extent relevant under commercial 
or tax law 

§ 147 AO, § 257 HGB 

Technical server log 
data related to online 
queries 

As specified in Section A.4.1 regarding server log files Art. 6(1)(f) of the GDPR 

B.6.3 Social data pursuant to SGB X 

To the extent that social data within the meaning of § 67(2) SGB X is transmitted to us by a social benefits 
provider or we transmit such data to such a provider, we comply with the statutory purpose limitations and 
confidentiality requirements applicable to recipients. This data is subject to the special social data protection 
provisions under §§ 67 et seq. SGB X. 

We process social data exclusively within the scope of the legally permissible purposes of: 
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• provision of assistive devices, 

• cost clarification, 

• approval, 

• billing, 

• compliance with statutory documentation and reporting requirements. 

B.6.4 Technical Deletion and Restriction 

If data cannot be deleted immediately after a retention period has expired, it will be blocked or restricted for 
further processing. 

Technical log data related to online status inquiries is stored in accordance with the general provisions for 
server log files in Section A.4.1. 

B.7 Online Status Inquiry for Prescription and Approval Status 

B.7.1 Scope 

The online status inquiry is intended for the website www.enovis-medtech.de. 

Patients can use it to check the current processing status of their CPM care, in particular the status of the 
approval process with their statutory health insurance provider. 

B.7.2 How It Works 

After entering the required query data, a summary of the status is displayed, for example: 

• “In progress,” 

• “Approved.” 

The following information is not displayed: 

• health data, 

• diagnoses, 

• document contents, 

• names, 

• address information. 

The online inquiry is intended solely to provide information on the progress of the approval process and to 
ensure transparency regarding the care process. 

B.7.3 Processed Data 

The following data may be processed for the status inquiry: 

• Insurance ID number, 

• time of the inquiry, 

• IP address as technical connection information, 

• displayed status information, 

• prescription status, 

• health insurance provider’s approval status. 

The processing of the IP address is additionally governed by Section A.4.1. 

 

http://www.enovis-medtech.de/
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B.7.4 Protection of the Query 

Data is transmitted in encrypted form. We implement appropriate technical and organizational measures to: 

• protect the query from misuse, 

• restrict access to authorized persons, 

• display only the processing status, 

• prevent the display of health data, diagnoses, names, and addresses. 

B.7.5 Retention Period 

The status query regarding content is not stored as a separate processing operation. 

The retention period for care-related data and technical log data is governed by Section B.6.2 and Section 
A.4.1, respectively. 

B.7.6 Legal Bases 

The legal bases for the online status inquiry are: 

• Art. 9(2)(h) of the GDPR in conjunction with § 22(1)(1)(b) of the BDSG for healthcare, 

• Art. 6(1)(b) of the GDPR for the performance of a contract or pre-contractual measures, 

• Art. 6(1)(f) of the GDPR for our legitimate interest in a secure status inquiry protected against 
misuse. 

B.7.7 Privately Insured Patients and Self-Paying Patients 

There is no online status inquiry available for privately insured patients or self-paying patients. 

These individuals will be contacted directly by the responsible patient care provider as soon as we receive 
the prescription. 

B.7.8 Automated Decision-Making 

No automated decision-making takes place in the context of patient care. 

The online status check also does not make any decisions regarding care, cost coverage, or approval. It 
merely displays the current processing status. 

C. Business Customers, Professional Partners, Prescribers, and B2B 
Communication 
This section applies to the processing of personal data in connection with: 

• business customers and other B2B partners, 

• medical supply stores, 

• hospitals and purchasing associations, 

• prescribers, 

• healthcare professionals, 

• emergency supply depot managers, 

• customer portal and service requests, 

• B2B communication, newsletters, and email campaigns, 

• B2B orders and the German online store, 

• product complaints and repair processes. 
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Patient, health, and prescription data are not intended to be processed in the B2B systems described in this 
section. The processing of patient data is governed exclusively by the provisions in Section B. 

C.1 Customer Portal and Service Transactions 

C.1.1 Description and Purpose 

The customer portal is the central communication and service platform for business customers in the DACH 
region. 

The customer portal includes, in particular, the following functional areas: 

Area Included Functions 

Ordering 
Orders via email, EDI requests and EDI information, provision of terms and conditions, as well as 
customer account and order functions 

Shipping 
Information 

Tracking of goods shipments 

After-Sales 
Service 

Product complaints, product returns, repair requests, and service and maintenance requests 

Accounting Requests for duplicate invoices, invoice corrections, and invoice delivery via email 

Contact Field service information, service hotlines, contact requests, and customer feedback 

Downloads Product information, documents, and forms 

Inquiries are recorded as tickets and forwarded to the relevant internal teams. Where necessary, ticket-
related data is processed in our CRM and service processes. 

C.1.2 Operator and Hosting 

The customer portal is technically operated and hosted by: 

BELPOLTEX B.V. 
Belgium 

The service provider provides the following services in particular: 

• provision of the customer portal, 

• hosting of the front end and back end, 

• operation of the ticket system, 

• system and software maintenance, 

• storage and processing of the data required for portal operation. 

Hosting takes place within the European Union. No personal data is transferred to third countries. 

A data processing agreement has been entered into in accordance with Art. 28 of the GDPR. 

C.1.3 Processed Data 

The following categories of data may be processed in the customer portal: 
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Company and customer data 

• company name, 

• customer number, 

• company affiliation. 

Data on contact persons 

• first and last name, 

• position, 

• department or area of responsibility, if applicable. 

Contact information 

• work email address, 

• work phone number, 

• additional business contact information, if applicable. 

Address and Shipping Information 

• billing address, 

• shipping address, if different. 

Order and transaction details 

• item number, 

• serial number, 

• fault description, 

• reason for complaint, 

• invoice number, 

• product photos for complaints, 

• service and repair information, 

• data on returns and maintenance procedures. 

Usage and connection data 

• IP address, 

• page views, 

• click behavior, 

• time spent on the site, 

• device information, 

• referrer. 

Required company, contact, order, or transaction data is necessary for us to process inquiries and service 
requests. Without this information, processing is not possible or is only possible to a limited extent. 

C.1.4 Legal Bases 

Processing in the customer portal is based on: 

• Art. 6(1)(b) of the GDPR, to the extent that the processing serves the fulfillment of a contract or the 
handling of service requests, 

• Art. 6(1)(c) of the GDPR, to the extent that legal obligations must be fulfilled, in particular obligations 
under the MDR and MPDG in connection with complaints, 
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• Art. 6(1)(f) of the GDPR for our legitimate interest in efficient customer communication, transparent 
case handling, and ensuring service operations. 

C.2 CRM, Sales, and Professional Contacts 

We receive professional contact information from you depending on the existing contact, in particular: 

• directly from you, for example in connection with orders, purchase inquiries, trade fair contacts, 
workshops, or work as a speaker, 

• from your company or organization as well as from existing business relationships and business 
documents, 

• through our field staff during professional contacts, 

• from publicly accessible professional sources, especially practice and clinic websites, doctor and 
industry directories, and publicly accessible professional profiles. 

If we do not receive your personal data directly from you, we will inform you about the processing in 
accordance with Art. 14 GDPR, unless there is a legal exception. 

C.2.1 Salesforce as a CRM and Sales Platform 

We use Salesforce as the central system for the following areas: 

• customer relationship management, 

• sales management, 

• management of professional contacts, 

• field sales support, 

• documentation of communication and sales processes, 

• support for marketing communications, 

• processing service and complaint cases. 

Provider: Salesforce.com, Inc., USA 
Hosting: USA 

Security is ensured by: 

• the EU-US Data Privacy Framework, 

• Standard Contractual Clauses, 

• a data processing agreement in accordance with Section A.3. 

Salesforce is intended for processing business-related B2B contact, communication, and transaction data. 

Patient data, health data, and prescription data are not intended to be processed in Salesforce. The regular 
processing of this data takes place in the German care systems in accordance with Section B.4. 

C.2.2 Affected Groups of Individuals 

Commercial customers and business partners 

These include, in particular: 

• medical supply stores, 

• hospitals, 

• purchasing associations, 

• other business partners, 

• companies with a contractual or business relationship with Ormed GmbH, 
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Prescribers and healthcare professionals 

These include, in particular: 

• physicians in private practice, 

• specialists, 

• hospital physicians, 

• other healthcare professionals who prescribe or recommend products from our product range. 

The processing may involve all product categories of our company, including: 

• medical devices prescribed by a doctor, 

• products recommended during medical consultations, 

• IGeL products. 

These individuals have no direct contractual relationship with us. Their professional contact information is 
processed exclusively in connection with maintaining professional relationships and our activities as a 
medical device provider. 

Persons responsible for emergency supply depots 

This includes contact persons from: 

• medical practices, 

• hospitals, 

• other medical facilities, 

where we provide medical aids for immediate emergency care under a depot or consignment agreement. 

A depot or consignment agreement may be in place with these facilities. 

The processing applies exclusively to: 

• the contact persons responsible for the emergency supply depot, 

• depot location and inventory data, 

• delivery and return data, 

• device data, 

• serial numbers, 

• product categories. 

Patient data is not intended for processing as part of emergency depot management. 

C.2.3 Purposes of Processing 

Processing in the CRM and sales system is carried out in particular for the following purposes: 

• management of business contacts and customer relationships, 

• supporting B2B customers and business partners, 

• maintaining contacts with prescribers and specialists, 

• supporting the field sales team, 

• technical communication regarding all product categories, 

• managing emergency supply depot and consignment agreements, 

• maintaining contacts, 

• inventory monitoring, 
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• delivery planning, 

• billing of transactions relating to emergency supply depots, 

• synchronization of complaint and service data from the customer portal, 

• documentation and processing of ticket-related service transactions, 

• documentation of sales and communication processes. 

C.2.4 Processed Data 

Professional contact information 

• first and last name, 

• job title, 

• field of expertise, 

• practice or company name, 

• business address, 

• business email address, 

• business phone number. 

Communication and Visit Data 

• communication history, 

• visit history, 

• field service contacts, 

• call and appointment notes, to the extent necessary for the business relationship. 

Depot-related data 

• depot location, 

• inventory data, 

• delivery history, 

• device data, 

• serial numbers, 

• product categories. 

Service and complaint data 

• complaint data from B2B customers, 

• service requests, 

• repair and return data, 

• sales-related transaction history. 

Patient data, health data, and prescription data are not intended to be processed in this CRM and sales 
system. 

C.2.5 Retention Period 

Active contact data is stored for as long as: 

• the business relationship exists, 

• the prescriber or specialist contact relationship is active, 

• the emergency supply depot relationship remains active, 

• the data is required for sales, service, or communication purposes. 
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In the absence of contact or after the relationship has ended, the data is generally retained for two years, 
provided that no statutory retention periods or other legitimate reasons for longer retention preclude this. 

C.2.6 Legal Bases 

Processing is based on: 

• Art. 6(1)(b) GDPR for the performance of contracts with B2B customers, business partners, and 
contractual partners for emergency supply depots, 

• Art. 6(1)(f) GDPR for our legitimate interest in:  

o maintaining professional relationships with prescribers and healthcare professionals, 

o supporting our field sales team, 

o efficient sales management, 

o the administration of emergency supply depot and service processes, 

o documenting business contacts. 

C.2.7 Transmission of Patient Data by Business Partners 

To the extent that prescribers, clinics, or medical supply stores transmit patient data to us, the information 
regarding the origin of the patient data and the secure transmission channels in Section B.2 applies. 

The processing of the patient data itself is described exclusively in Section B. The CRM and sales system is 
not intended for the processing of such patient data. 

C.3 Newsletters, Professional Communications, and Email Campaigns 

C.3.1 Purposes and Types of Communication 

We use professional contact information to process inquiries and to manage our business, delivery, depot, 
complaint, and service relationships. This includes, in particular, requested documents, depot and service 
information, complaint status, as well as notifications required by law or necessary for product, patient, or 
user safety. 

The legal bases are: 

• Art. 6(1)(b) of the GDPR, if the data subject is a party to the contract,  

• Art. 6(1)(f) GDPR for professional contacts, and  

• Art. 6(1)(c) GDPR for legally required notifications. 

C.3.2 Marketing Communications and Promotions for Existing Customers 

With your consent, we will send you, in particular, product newsletters, information about new or modified 
products and care concepts, as well as invitations to webinars, training sessions, trade shows, and events.  

The legal basis is Art. 6(1)(a) of the GDPR. We generally use a double opt-in procedure for registration. 

Provided that all requirements of Section 7(3) of the German Unfair Competition Act (UWG) are met, we 
may use an email address obtained in connection with a sale to advertise our own similar goods or services. 
The associated data processing is based on Art. 6(1)(f) of the GDPR. This requires, in particular, that the right 
to object at any time was communicated both at the time the address was collected and each time it is used. 

Participation in a trade show, webinar, or event; the exchange of a business card; or a conversation with our 
sales representatives does not, in and of itself, constitute consent to receive further promotional emails. 
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C.3.3 Processed Data and Systems Used 

The following data may be processed: 

• name and business email address, 

• company, job title, and field of expertise, 

• communication preferences and segmentation criteria, 

• consent, mailing, delivery, bounce, and unsubscribe data, 

• anonymized statistical data on delivery, opens, and clicked links. 

We use only anonymized metrics for the statistical analysis of our email communications. We do not 
associate opening or click behavior with individual recipients, create profiles, or share individual usage data 
with our sales department. 

We use Salesforce for contact and campaign management. We use Maileon as a data processor for the 
double opt-in procedure, technical sending, bounce processing, and unsubscribe management. For more 
information on transfers to third countries and safeguards, see Section A.3. 

C.3.4 Withdrawal, Objection, and Unsubscription 

You may withdraw your consent at any time with future effect and object to processing for direct marketing 
purposes at any time. To do so, you may use the unsubscribe link in any promotional email or the contact 
options listed in Section A.1.3. 

After withdrawal of consent or objection, we will no longer use your data for the relevant marketing 
purpose. Your email address or an identifier derived from it may be stored in a marketing block list to the 
extent necessary to prevent further unsolicited communications. Required contractual, service, and security 
notifications remain unaffected by this. 

C.3.5 Retention Period 

Contact information is stored for as long as it is necessary for the business relationship or the specific 
purpose of communication. Records of consent and delivery are retained until consent is withdrawn and 
thereafter for as long as necessary to fulfill legal documentation requirements or to assert, exercise, or 
defend legal claims. Delivery and bounce data are generally stored for six months. Anonymized statistics are 
not subject to any personal data retention period. 

Marketing suppression records are retained for as long as necessary to ensure compliance with the 
withdrawal of consent or objection. 

C.4 B2B Orders and German Web Store 

C.4.1 Systems Used 

For the commercial processing of B2B orders and orders placed via the German web store, we use: 

• Oracle EBS, 

• the associated Oracle Cloud Commerce platform. 

These systems are deployed as a group-wide SaaS solution. 

C.4.2 Purposes of Processing 

Processing is carried out in particular for the following purposes: 

• ERP-supported order processing, 

• presentation of the product range intended for the German market, 

• display of prices, 
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• setup and management of customer accounts, 

• order and contract processing, 

• delivery processing, 

• invoicing, 

• management of order and billing history, 

• handling inquiries, 

• handling support and complaint cases, 

• compliance with commercial, tax, and medical device regulations, 

• technical provision, 

• IT security, 

• prevention of misuse, 

• group-wide support functions. 

C.4.3 Responsibility of Ormed GmbH 

For the German online store, Ormed GmbH acts as the seller and contractual partner vis-à-vis German 
customers. 

This applies in particular to: 

• initiating and processing orders, 

• deliveries, 

• invoices, 

• customer accounts, 

• support cases, 

• complaints, 

• compliance with legal obligations. 

C.4.4 Joint Responsibility of Ormed GmbH and Enovis Corporation 

Ormed GmbH and Enovis Corporation jointly determine the purposes and essential means of processing for 
certain group-wide online store, ordering, and ERP processes. For these processing operations, they are joint 
controllers pursuant to Art. 26 of the GDPR. 

The joint controllers for the German processes described in this section are: 

Ormed GmbH 
Bötzinger Straße 90 
79111 Freiburg 
Germany 

Enovis Corporation 
2711 Centerville Road 
Wilmington, Delaware 19808 
USA 

Ormed GmbH is specifically responsible for German customer business, order and contract processing, 
communication with German customers, and the provision of data protection information. 

Enovis Corporation is specifically responsible for the group-wide design, provision, administration, and 
security of the shared web store and ERP structures, to the extent that it jointly determines the purposes 
and essential means of processing with Ormed GmbH. 
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Enovis Corporation may also carry out comparable jointly controlled processes with other companies within 
the Enovis Group. However, this does not imply that Ormed GmbH is jointly responsible with all Group 
companies for their respective processing activities. 

The allocation of data protection responsibilities is governed by an agreement pursuant to Art. 26 of the 
GDPR. Data subjects may exercise their rights with respect to both joint controllers. To facilitate processing, 
inquiries may be directed to the contact point specified in Section A.1.3. 

We will provide the key provisions of the agreement upon request. 

C.4.5 Intra-Group Data Processing 

Within the framework of the Oracle systems made available group-wide, personal data may be processed 
within companies of the Enovis Group to the extent necessary for: 

• the provision of the systems, 

• order processing, 

• technical administration, 

• compliance requirements, 

• IT security, 

• group-wide support functions, 

• travel expense processes, 

• IT operations and IT support, 

• information security, 

• cybersecurity measures. 

In particular, the following may be processed: 

• company name, 

• customer number, 

• business address, 

• shipping and billing information, 

• order history, 

• contact information for business contacts. 

The mere technical provision of the Oracle platform or internal group IT support does not, in and of itself, 
constitute joint responsibility. 
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C.4.6 Roles of Ormed GmbH, Enovis Corporation, and Oracle 

 

C.4.7 Processed Data 

Customer and Company Data 

• company name, 

• customer number, 

• business address, 

• shipping address, 

• billing address. 

Business contact information 

• name, 

• position, 

• business email address, 

• business phone number. 

Login credentials 

• customer account, 

• login information, 

• session data. 

Order, shipping, and billing information 

• order number, 

• items, 

• quantities, 

• delivery information, 

• invoice details, 

• order history, 

Entity Role and Processing 

Ormed GmbH 
Seller and contractual partner in the German online store, as well as the 
data controller for order, customer, delivery, invoice, support, and 
complaint processes. 

Enovis Corporation 
Joint controller pursuant to Art. 26 of the GDPR for the online store, order, 
and ERP processes described in Section C.4.4. 

Oracle 
Processor for transaction, customer profile, and order data in accordance 
with the documented instructions of the responsible Enovis companies. 

Oracle, where acting as an independent 
controller 

Oracle may act as an independent controller for certain processing 
operations where it processes personal data for its own purposes, in 
particular to ensure the security, stability, and functionality of Oracle 
services, to detect and prevent misuse or security-related activities, and to 
comply with its own legal obligations. 
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• invoice history, 

• product master data. 

Communication, support, and complaint data 

• inquiries, 

• support requests, 

• complaints, 

• complaint details, 

• communication history related to the order or business relationship. 

Technical data 

• IP address, 

• session and access data, 

• technical device information, 

• browser information, 

• session and access logs. 

Oracle stores session and access logs for up to 30 days. 

C.4.8 Exclusion of Patient Data 

Health data, prescription data, and other patient data are not intended for processing in the German 
webshop and the Oracle ordering process used for it. The regular processing of this data takes place in the 
designated German care systems in accordance with Section B.4.1. 

C.4.9 Hosting and Transfers to Third Countries 

The Oracle infrastructure for the web store is operated in Phoenix, Arizona, USA. 

Personal data may also be processed in other countries as part of Oracle’s global operations, to the extent 
necessary for the agreed-upon services. 

Contractual agreements exist between the Enovis Group and Oracle, including the Oracle Data Processing 
Agreement. 

For transfers to third countries, the safeguards set forth in Section A.3 apply, in particular: 

• EU Standard Contractual Clauses, 

• Binding Corporate Rules for data processors, 

• certifications under the EU-U.S. Data Privacy Framework, 

• Data Processing Agreement. 

C.4.10 Legal Bases 

Processing is based on: 

• Art. 6(1)(b) of the GDPR for the data required for the online store order and the performance of the 
contract, 

• Art. 6(1)(c) of the GDPR, insofar as the processing serves to fulfill legal obligations, in particular 
commercial and tax-related retention obligations, 

• Art. 6(1)(f) of the GDPR for the technical provision, IT security, prevention of misuse, and efficient 
organization of B2B order processing. 
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C.4.11 Necessity of the Information 

Required information is marked accordingly in the online store. 

Without the required company, contact, order, shipping, and billing information, we may be unable to 
create a customer account, process an order, arrange delivery, issue an invoice, or handle a support request, 
either in whole or in part. 

C.4.12 Retention Periods in the Web Store and ERP System 

The data required for orders, deliveries, and invoices is stored in accordance with the statutory retention 
periods and the provisions on retention periods in Section C.5.3. Customer account and business relationship 
data is deleted or its processing is restricted as soon as it is no longer necessary for the aforementioned 
purposes and there are no statutory retention obligations or legitimate grounds for further storage. 

Oracle session and access data are stored for up to 30 days. 

C.5 Complaints, MDR Reporting Obligations, and Retention Period 

C.5.1 Product Complaints and Repair Processes 

Data from product complaints, repair requests, product returns, and service and maintenance processes is 
processed to handle the respective process. 

This includes, in particular: 

• recording and reviewing the complaint, 

• communication with the B2B customer, 

• organizing returns, 

• repair and service processing, 

• documenting the product and process history, 

• assessment of potential safety or product defects. 

C.5.2 Obligations under Medical Device Law 

As a manufacturer of CPM devices, Ormed GmbH processes complaint, repair, maintenance, safety, and 
incident data to fulfill its obligations under Regulation (EU) 2017/745, the MPDG, and the applicable 
supplementary medical device regulations. 

The processing serves, in particular, to: 

• investigate complaints and potential product defects,  

• monitor quality, performance, and safety after placing the device on the market,  

• update risk management and technical documentation,  

• identify trends,  

• implement corrective and preventive actions,  

• implement field safety corrective actions and recalls,  

• comply with statutory reporting and cooperation obligations toward authorities and Notified 

Bodies. 

Where necessary, data may be transferred to competent authorities, in particular the Federal Institute for 
Drugs and Medical Devices, the competent state authority, Notified Bodies, or other recipients specified by 
law. 

The legal basis is Art. 6(1)(c) of the GDPR in conjunction with Regulation (EU) 2017/745, the German Medical 
Devices Act (MPDG), and the applicable medical device regulations. To the extent that health data is 
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processed, the relevant legal basis under Art. 9(2) of the GDPR, in particular Art. 9(2)(i) or (f) of the GDPR, 
also applies to the respective reporting, safety, or legal defense procedure. 

C.5.3 Retention Period 

Data Type Retention Period 

Technical documentation, EU 
declarations of conformity, and 
relevant certificates 

At least ten years after the last product covered by the respective EU Declaration 
of Conformity was placed on the market. 

Complaint, vigilance, PMS, and 
safety documentation 

For as long as necessary to fulfill the manufacturer’s obligations, safety 
obligations, market surveillance obligations, and vigilance obligations, as well as 
to update the technical documentation; at a minimum, for the period applicable 
to the associated manufacturer’s documentation. 

Documentation on devices, 
maintenance, reprocessing, and 
inspection of leased CPM devices 

For the duration of operation and use, and subsequently in accordance with the 
applicable provisions of the MPBetreibV and the requirements of product safety 
and legal defense. 

Medical Device Register, as 
required 

Five years after the product is taken out of service. 

Liability-related case files For as long as necessary to assert, exercise, or defend legal claims. 

Commercial and tax-related 
documents 

Six, eight, or ten years, depending on the type of document, in accordance with 
Section 257 of the German Commercial Code (HGB) and Section 147 of the 
German Fiscal Code (AO). 

General service communications 
not related to security, complaints, 
or liability 

For as long as necessary to process the matter; if the communication must be 
retained as a commercial or business letter, generally six years. 

Upon expiration of the respective retention period, the data will be deleted or, if deletion is not possible, 
restricted for further processing. 

D. Employees 
This section applies to the processing of personal data of: 

• current employees, 

• former employees, 

• retirees, 

• surviving dependents, 

• persons entitled to pension rights equalization, 

• other individuals whose data is processed in connection with an employment relationship. 

For telephony, call centers, and Microsoft 365, the general information in Section A.5 applies initially. 
Employment-specific additions can be found in Section D.3. 
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D.1 Employee Data, Purposes, and Legal Bases 

D.1.1 Purposes of Processing 

We process employees’ personal data, in particular, for the following purposes: 

• establishment, performance, and termination of the employment relationship, 

• human resources management, 

• management of master and contract data, 

• payroll processing, 

• compliance with tax and social security obligations, 

• time tracking, 

• management of vacation and other absences, 

• organizing and conducting employee reviews, 

• performance evaluations and goal-setting, 

• career planning and corporate talent development, 

• administration of the company pension plan, 

• insurance management, 

• internal communication and collaboration, 

• IT security, 

• access control, 

• traceability of business processes, 

• compliance with statutory retention, documentation, and reporting obligations, 

• assertion, exercise, or defense of legal claims. 

D.1.2 Legal Basis 

Processing is carried out in particular on the basis of: 

• Section 26 of the German Federal Data Protection Act (BDSG) in conjunction with Art. 88 of the 
GDPR for the processing of employee data, 

• Art. 6(1)(b) of the GDPR for the performance of the employment contract, 

• Art. 6(1)(c) of the GDPR to comply with legal obligations, in particular those arising from tax, social 
security, and labor law, 

• Art. 6(1)(f) of the GDPR for legitimate interests in IT security, access control, internal organization, 
and the traceability of operational processes, 

• Art. 6(1)(a) of the GDPR for voluntarily provided additional data or optional features. 

We process special categories of personal data, in particular health data, only if there is a legal basis for 
doing so or if explicit consent has been given. 
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D.1.3 Categories of Employee Data Processed 

Data Category Examples 

Master Data First and last name, date of birth, place of residence 

Contact information Personal phone number, personal or work email address (if applicable) 

Contract Information Start date, position or role, compensation, working hours, fixed-term contract 

Organizational data Cost center, supervisor(s), location, department 

Tax and Social Security Information Tax bracket, tax ID, social security number, health insurance provider 

Bank details Bank account information for payroll 

Depending on the processing operation, the following may also be processed: 

• employee reviews, 

• performance evaluations, 

• 360-degree feedback, 

• goal-setting, 

• career and development data, 

• work hours and absence data, 

• company pension plan data, 

• insurance data, 

• data on internal communication and collaboration, 

• technical access and log data. 

D.1.4 Voluntary Additional Information 

Employees may voluntarily enter additional information in Workday, such as: 

• proof of qualifications, 

• language skills, 

• skills, 

• career goals, 

• mentoring preferences. 

This information is not required for the employment relationship or human resources administration. You 
may choose not to provide it without any negative consequences. 

The processing of voluntary additional information is based on your consent pursuant to Art. 6(1)(a) of the 
GDPR. You may withdraw your consent with future effect. 

D.2 Human Resources, Payroll, and Benefits Systems in Use 

D.2.1 Workday – HR Information System 

Workday is used as the HR information system. 
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In particular, the system supports: 

• management of master and contract data, 

• employee reviews, 

• performance evaluations, including 360-degree feedback, 

• career planning, 

• goal-setting, 

• organizational and human resources management. 

Access is role- and permission-based and limited to the extent necessary in each case. 

Provider: Workday, Inc., USA 
Hosting: USA 

The following data is processed in particular: 

• master and contact data, 

• contract data, 

• organizational data, 

• tax and Social Security data, 

• banking data, 

• voluntarily provided additional data such as qualifications, skills, and career goals, 

• data on employee reviews, performance evaluations, and goal-setting. 

The purposes of processing are: 

• human resources management, 

• administration of the employment relationship, 

• performance evaluation, 

• career planning, 

• goal and development planning. 

Protection is provided by: 

• the EU-US Data Privacy Framework, 

• Standard Contractual Clauses, 

• a data processing agreement in accordance with Section A.3. 

The data is stored for the duration of the employment relationship and beyond, in accordance with statutory 
retention periods. 

The legal bases are, in particular: 

• Section 26 of the German Federal Data Protection Act (BDSG) in conjunction with Art. 88 of the 
GDPR, 

• Art. 6(1)(b) of the GDPR, 

• Art. 6(1)(f) of the GDPR, 

• and, for voluntary additional information, Art. 6(1)(a) of the GDPR. 
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D.2.2 Payroll Processing with DATEV 

We use DATEV for payroll processing and the associated financial and tax-related tasks. 

Provider: DATEV eG, Germany 
Hosting: Germany and the European Union 

The following data is processed in particular: 

• Master Data, 

• Tax ID, 

• Social Security number, 

• wage and salary data, 

• bank account information. 

The purposes of processing are: 

• preparation and processing of payroll statements, 

• payment of wages and salaries, 

• fulfillment of tax obligations, 

• compliance with social security obligations, 

• statutory reports and documentation. 

A data processing agreement has been entered into in accordance with Art. 28 of the GDPR. No data is 
transferred to third countries. 

The retention period is generally ten years, provided that statutory retention obligations apply. 

The legal bases are: 

• Art. 6(1)(b) of the GDPR, 

• Art. 6(1)(c) of the GDPR, 

• Section 26(1) of the Federal Data Protection Act (BDSG). 

D.2.3 Time Tracking and Absence Management 

The following data may be processed for time tracking and absence management: 

• name, 

• date of birth, 

• department, 

• working hours, 

• vacation data, 

• absence dates, 

• sick leave, if applicable, to the extent necessary for administrative purposes. 

The purposes of processing are: 

• recording working hours, 

• managing vacation, 

• management of other absences, 

• compliance with statutory working time requirements, 

• human resources management. 
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Hosting takes place in Germany. 

A data processing agreement has been entered into in accordance with Art. 28 of the GDPR. No data is 
transferred to third countries. 

The retention period depends on the nature and purpose of the respective working time and absence data, 
as well as the applicable legal obligations. Further details can be found in Section D.5. 

The legal bases are: 

 

• Art. 6(1)(b) of the GDPR, 

• Art. 6(1)(c) of the GDPR, 

• Section 16(2) of the Working Hours Act (ArbZG), 

• § 26(1) of the Federal Data Protection Act (BDSG). 

D.2.4 Company Pension Plan and Insurance Management 

We use AON to administer our company pension plan and manage our insurance policies. 

Provider: AON 
Hosting: Germany 

Data subjects may include: 

• employees, 

• former employees, 

• retirees, 

• surviving dependents, 

• persons entitled to pension rights equalization. 

The following information is processed in particular: 

• name, 

• date of birth, 

• address, 

• date of hire and date of separation, 

• other employment data, 

• career data, 

• salary and pension data, 

• bank account information, 

• insurance information, 

• and, if applicable, health data in connection with an insurance application. 

Health data is processed only with explicit consent. 

The purposes of processing are: 

• administration of insurance policies, 

• administration of corporate pension plans, 

• processing insurance applications, 

• pension administration, 
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• processing of insurance benefits and claims. 

A data processing agreement has been entered into in accordance with Art. 28 of the GDPR. No data is 
transferred to third countries. 

The data is stored for the duration of the insurance relationship and, for archiving purposes, generally for 
ten years after its termination, unless a longer statutory or contractual retention obligation applies. 

The legal bases are: 

 

• Art. 6(1)(b) of the GDPR, 

• Art. 6(1)(c) of the GDPR, 

• Section 26(1) of the Federal Data Protection Act (BDSG), 

• Art. 9(2)(a) of the GDPR for health data based on explicit consent. 

D.3 Telephony, Call Centers, and Microsoft 365 in the Employment Context 

D.3.1 Supplementary Application of Section A 

For telephony, call center, and Microsoft 365 systems, the general information in Section A.5 applies first 
and foremost, particularly regarding the systems used, the data processed, the purposes, the retention 
periods, and any third-country transfers. 

This section contains only supplementary information for employees. 

D.3.2 Protection Against Individual Performance and Behavior Monitoring 

There is no systematic individual performance or behavior monitoring of employees through telephony, call 
center, or Microsoft 365 systems.  

Operational and usage data can be used to manage day-to-day needs, especially for controlling current 
availability, queues, call distribution, and available capacities. Current system and status information may 
also be taken into account. This data is not analyzed for the purpose of systematic individual performance or 
behavior assessment of employees. In particular, no individual call recordings, content-based voice analysis, 
individual call monitoring, or personal evaluation of call center and usage data are conducted for the 
purpose of systematic individual performance or behavior assessment.  

Aggregated metrics can additionally be used to manage and improve overall availability and service quality. 

D.3.3 Role and Authorization Concept 

Employee access to telephony, call center, and Microsoft 365 systems is role- and permission-based. 
Employees are granted access only to the data and functions they need to perform their respective tasks. 

For Microsoft 365 and Microsoft Copilot, the information in Section A.5.4 also applies. Teams recordings and 
the use of Copilot features are subject to the requirements described there. 

D.3.4 Legal Basis 

The processing of personal data in the employment context is based—depending on the specific processing 
operation—in particular on: 

• Section 26 of the German Federal Data Protection Act (BDSG) in conjunction with Art. 88 of the 
GDPR, 

• Art. 6(1)(b) of the GDPR, to the extent that the processing is necessary for the performance of the 
employment relationship, 
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• Art. 6(1)(f) of the GDPR for our legitimate interest in functional, secure, and traceable internal and 
external corporate communication, 

• Art. 6(1)(a) of the GDPR for optional functions, in particular meeting recordings, to the extent that 
consent is required for this. 

D.4 Data Disclosure and Recipients 

D.4.1 Intra-Group Data Transfer 

Employee data may be transferred to other companies within the Enovis Group as part of internal group 
processes. 

This may be necessary, in particular, for: 

• organizational and operational structure, 

• group-wide human resources management, 

• workforce planning, 

• corporate talent development, 

• career and development programs, 

• group-wide IT and communication systems, 

• compliance, 

• information security, 

• cybersecurity measures. 

Any transfers to third countries are safeguarded by the safeguards described in Section A.3. 

The legal bases are: 

• Section 26 of the Federal Data Protection Act (BDSG) in conjunction with Art. 88 of the GDPR, 

• Art. 6(1)(b) of the GDPR, to the extent that the processing is necessary for the performance of the 
employment relationship, 

• Art. 6(1)(f) of the GDPR for legitimate interests related to intra-group organization and talent 
development. 

D.4.2 External Data Processors 

We work with specialized data processors for human resources management, payroll, time tracking, absence 
management, company pension plans, and insurance administration. 

These include, in particular, the service providers listed in Section D.2: 

• Workday, 

• DATEV, 

• service providers for time tracking and absence management, 

• AON. 

These service providers process employee data: 

• only in accordance with our documented instructions, 

• only for the agreed-upon purposes, 

• in compliance with the requirements of Art. 28 of the GDPR, 

• and by applying appropriate technical and organizational measures. 
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To the extent that data is transferred to third countries—in particular to Workday in the United States—this 
is done on the basis of the safeguards described in Section A.3, specifically through: 

• the EU-US Data Privacy Framework, 

• Standard Contractual Clauses, 

• Data Processing Agreements. 

D.4.3 External Recipients as Independent Controllers 

In addition, employee data may be transferred to external entities that act not as data processors but as 
independent controllers within the meaning of Art. 4(7) of the GDPR. 

Germany 

These recipients include, in particular: 

• Tax Offices for payroll tax reports, 

• Social Security agencies and health insurance providers for social security reporting, 

• occupational accident insurance associations for accident insurance reports, 

• if applicable, the pension insurance provider, 

• if applicable, the Employment Agency, 

• other competent benefit providers for the processing of benefits as provided by law. 

The legal basis is Art. 6(1)(c) of the GDPR in conjunction with statutory obligations, in particular under: 

• Income Tax law, 

• Social Security law, 

• SGB IV, 

• SGB X, 

• Working Hours law. 

Austria 

For employees working in Austria, we engage a tax consulting firm or payroll processing agency to: 

• preparing payroll records, 

• fulfilling tax reporting obligations, 

• fulfilling social security reporting obligations, 

• processing other legally required reports. 

The appointed entity acts, within the scope of its professional and legal obligations, as an independent 
controller within the meaning of Art. 4(7) of the GDPR. 

In particular, it is subject to: 

• the Austrian Act on the Profession of Certified Public Accountants of 2017, 

• the relevant Austrian data protection regulations, 

• professional duties of confidentiality and non-disclosure. 

The following information may be transmitted: 

• name, 

• date of birth, 

• address, 
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• tax bracket, 

• tax ID or social security number, 

• wage and salary data, 

• bank account information, 

• absence and working time data, to the extent that such data is required for payroll processing. 

The tax consulting firm or payroll processing office may submit reports to the following agencies: 

• the Austrian Tax Office or FinanzOnline for income tax reports, 

• Austrian social insurance agencies, in particular ÖGK, AUVA, and PVA, 

• competent authorities under the Act on Pension Provision for Employees and Self-Employed Persons 
for severance pay contributions. 

The legal basis is Art. 6(1)(c) of the GDPR in conjunction with the relevant Austrian legal provisions, in 
particular: 

• Federal Tax Code, 

• the General Social Security Act, 

• the Income Tax Act in conjunction with the Payroll Tax Guidelines, 

• the Occupational Pension Act for Employees and Self-Employed Persons. 

D.5 Retention Period for Employee Data 

Employee data is retained only for as long as it is necessary for the performance or administration of the 
employment relationship, or as long as statutory retention requirements or legitimate reasons for further 
retention exist. 

The retention period depends on: 

• the type and purpose of the respective document,  

• the duration of the employment relationship,  

• retention requirements under tax, social security, and labor laws,  

• contractual or company policies,  

• the need to assert, exercise, or defend legal claims. 

The following principles apply in particular: 

• payroll, income tax, and social security documents: Retention in accordance with the applicable 
retention periods under tax and social security law. 

• time sheets: Stored for at least the period required by law; where Section 16(2) of the Working 
Hours Act (ArbZG) applies, generally for at least two years. Longer storage is permitted only if there 
is an additional statutory or legal basis for doing so. 

• vacation and general absence data: Retained for as long as necessary for human resources 
management, payroll processing, and the fulfillment of legal obligations. The data is subsequently 
deleted unless there is a statutory retention requirement or a specific legal basis for further 
retention. 

• data on absences due to illness: Stored only for as long as necessary for continued pay, human 
resources management, social security obligations, or the assertion of legal claims. 

• employee reviews, goal agreements, and performance evaluations: Stored for the duration of the 
employment relationship and thereafter only for as long as necessary for the settlement of the 
employment relationship or the assertion of legal claims. 
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• voluntary career and development data: Stored until consent is withdrawn or until the data is no 
longer necessary for the stated purpose. 

• company pension plan data: Stored for the duration of the pension obligation and, after its 
termination, in accordance with statutory, contractual, and insurance-related retention 
requirements. 

• telephony, call center, and technical log data: Stored in accordance with the time limits specified in 
Section A.5, unless longer storage is necessary to investigate a specific security incident or to assert 
legal claims. 

• Microsoft 365 data: Storage in accordance with the retention and deletion rules specified for the 
respective content and document type. Content relevant under tax, commercial, or labor law may be 
stored for a longer period in accordance with the applicable statutory retention periods. Section 
A.5.4 applies additionally to general information regarding the processing and retention period of 
Microsoft 365 data. 

Upon expiration of the respective retention period, the data will be deleted or anonymized. To the extent 
that deletion is not permitted due to statutory retention obligations, the data will be blocked for other 
processing purposes or its processing will be restricted. 

E. Job Applicants 
This section applies to the processing of personal data of job applicants. 

In particular, the following applications are collected: 

• for advertised positions, 

• for unsolicited applications, 

• via Workday, 

• by email, 

• by mail, 

• through external recruiters, 

• through job portals or other recruiting partners. 

E.1 Application Process and Legal Bases 

E.1.1 Purposes of Processing 

We process personal data of applicants exclusively for the following purposes: 

• conducting the application process, 

• assessing professional and personal suitability, 

• communicating during the application process, 

• organizing job interviews and other selection interviews, 

• documenting the processing status, 

• decision regarding the establishment of an employment relationship, 

• asserting, exercising, or defending legal claims after the application process has been completed. 

Access to application data is role- and permission-based and limited to those individuals necessary for the 
respective application process. 
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E.1.2 Legal Bases 

Processing is based in particular on: 

• Section 26(1) of the Federal Data Protection Act (BDSG) in conjunction with Art. 88 of the GDPR for 
the processing of applicant data, 

• Art. 6(1)(b) of the GDPR for pre-contractual measures, 

• Art. 6(1)(f) of the GDPR for our legitimate interest in asserting, exercising, or defending legal claims 
after the conclusion of the application process. 

We process special categories of personal data, in particular health data, only if this is legally required or if 
explicit consent has been given. 

E.2 Application Channels and Processed Data 

E.2.1 Application via Workday 

Applicants can upload their application documents directly to Workday. 

Provider: Workday, Inc., USA 
Hosting: USA 

The following data, in particular, may be processed: 

Master and contact data 

• name, 

• date of birth, 

• address, 

• email address, 

• phone number. 

Application materials 

• resume, 

• cover letter, 

• transcripts, 

• certificates, 

• other documents submitted with the application. 

Information on qualifications 

• work experience, 

• education, 

• qualifications, 

• technical knowledge, 

• professional competencies. 

Additional Information 

• salary expectations, 

• earliest possible start date, 

• if applicable, information regarding a residence or work permit, to the extent that this is required for 
the specific position, 

• if applicable, previous affiliation with the Group. 
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Data from the remainder of the application process 

Additional data may be collected as the application process continues, in particular: 

• schedule information, 

• information regarding job interviews, 

• application processing status, 

• internal processing and communication notes, 

• results of the selection process. 

E.2.2 Purpose of Workday Processing 

Processing via Workday serves, in particular, to: 

• record and manage job applications, 

• review application documents, 

• communicate with applicants, 

• organize interviews, 

• support collaboration between HR and the relevant departments, 

• document the status of applications, 

• decide whether to establish an employment relationship. 

E.2.3 Necessity of the Information 

We require the necessary personal, contact, and application information to conduct the application process. 

Without this information, the application cannot be processed, or cannot be processed in full. 

Voluntary additional information is not required and may be omitted. 

Special categories of personal data are processed only if: 

• there is a legal obligation or legal basis, 

• the processing is legally required for the application process, 

• or explicit consent has been given. 

E.2.4 Applying by Email 

Application materials received via email are reviewed by the HR team. 

The information required for the application process is then manually entered into Workday. Further 
processing is governed by the provisions in Section E.2.1. 

E.2.5 Applications by Mail 

Application materials received by mail are reviewed by the HR team and, if necessary, scanned and manually 
entered into Workday. 

Upon request, we will return documents received by mail or destroy them in accordance with the retention 
periods specified in Section E.4. 

E.2.6 Internal Recipients of Application Data 

Application data may be shared within Ormed GmbH with those departments that require it to make a 
decision regarding the application. 

 



 

59 

These include, in particular: 

• HR or the Human Resources Department, 

• the relevant functional department, 

• future supervisor(s), 

• the Legal Department, if applicable, 

• IT, to the extent necessary for the technical operation and security of the application systems, 

• the works council, to the extent that participation is required by law, 

• where applicable, relevant departments within the Enovis Group. 

Data will only be disclosed to the extent necessary for the specific application process, technical operation, 
compliance with legal obligations, or the protection of legitimate interests. 

E.3 Recruitment Agencies, Group-Wide Data Sharing, and Transfers to Third 
Countries 

E.3.1 Headhunters and External Recruitment Agencies 

We may collaborate with headhunters and external recruitment agencies as part of individual application 
processes. 

Recruiters Acting Under Our Instructions 

To the extent that a headhunter or recruitment agency acts on our behalf, it processes applicant data in 
accordance with our instructions. 

We have data processing agreements with such service providers in accordance with Art. 28 of the GDPR. 

Recruiting Partners Acting Independently 

Recruiting partners who act for their own purposes—in particular, certain job portals—are themselves data 
controllers under data protection law. 

Their processing is governed by the respective provider’s privacy policy. 

Information Regarding Data Collection by Third Parties 

If we receive applicant data from a headhunter or a recruitment agency, we will inform the data subject in 
accordance with Art. 14 of the GDPR no later than upon initial contact, provided there is no legal exception 
to this obligation to provide information. 

E.3.2 Intra-Group Disclosure 

Application data may be transferred to other companies within the Enovis Group to the extent necessary for 
the specific application process. 

This may be the case, in particular, if: 

• a position is advertised group-wide, 

• the responsible department belongs to another Enovis company, 

• group-wide HR processes are used, 

• a decision regarding employment is made at another Group company, 

• an internal recruiting or talent management process is being conducted. 

Access is restricted to the individuals and departments necessary for the respective application process. 
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E.3.3 Workday and Transfers to Third Countries 

Workday is hosted in the United States. 

Workday is certified under the EU-US Data Privacy Framework. In addition, the following apply: 

• Standard Contractual Clauses, 

• a Data Processing Agreement in accordance with Art. 28 of the GDPR. 

Intra-group disclosures and other transfers to third countries are made on the basis of the safeguards 
described in Section A.3. 

E.4 Retention Period for Applicant Data 

E.4.1 Rejected Applications and Failure to Enter into a Contract 

If an application is rejected or no employment relationship is established, the application data is generally 
retained for six months after the conclusion of the application process. 

The retention serves, in particular, to assert, exercise, or defend potential legal claims. 

The legal basis for retention includes, in particular: 

• Section 15(4) in conjunction with Section 15(1) of the General Equal Treatment Act (AGG), 

• Section 22 of the AGG, 

• Section 61b(1) of the Labor Court Act (ArbGG). 

After the six-month period has expired, the application data will be deleted or destroyed, unless there is 
another statutory retention obligation or another lawful reason for continued storage. 

E.4.2 Hired Applicants 

If an employment relationship is established, the data required for the employment relationship will be 
transferred to the human resources department. 

The provisions regarding the retention period for employee data in Section D.5 apply to this data. 

Application documents and additional data not required for the employment relationship are deleted as 
soon as they are no longer needed for the application process or further human resources administration, 
provided that no statutory retention obligation precludes this. 

E.4.3 Return and Destruction of Documents Sent by Mail 

Application documents received by mail will be returned upon request or destroyed after the applicable 
retention period has expired. 

Digitized documents will be deleted in accordance with the retention periods specified in this section, unless 
longer retention is required due to legal obligations or to protect legal interests. 


